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The main purpose of the Merchant Integration Manual is to provide merchant developers and system
integrators with the necessary technical information for designing or programming the necessary online
applications with ALLDEBIT.

The target audiences of this manual are expected to have working knowledge of the Web/Application server
technology.

1.1 Transaction Process

bBrowser

Coansumer Merchant Alldebit Bank
! ! [ |
| I ) ) | | ]
I Choeose products and I \ I

P |':'_-' an arder
L » I I
| | I |
1 | | 1
| I 25ubmit arder infa I
1 | | 1
! _ | | I
L 3. Displayipayment page [ I
+ ; i I
1 | | 1
1 | | 1
) | | |
I . Select bank | I I
' I |
' I 5. Jump to bank's payment page "
I L Bl
' I I
' I
|
| : D 6. Pay
' I
| I
I

7. Return resylts to consumers by

|
|
1 8. Motify ALLDEEBIT

9. Notify: Merchant

— e ——— -

.7 T &

(0 Response Success

1.  Consumers choose goods and play orders on Merchants’ website; &/ £F i 7 B0 B 08 B2 7
T,



D
AN

2. Merchants submit transaction information to the gateway of ALLDEBIT; f& 38 515 B A 3]

ALLDEBIT [ 5.

ALLDEBIT displays payment page to consumers; ALLDEBIT [a] FH /7 J& /s WUAR & S A T T .

Consumers choose banks on payment page; 2 F 7E IR & SO 01 H I BT .

Jump to Online Banking payment page; Bk#% 2 4R S04 T T

Consumers use their bank account and password and U key to make payment; fifi H B c =% #1

u JE AT

7.  After payment successful, the browser jumps to Merchants’ website; {5V &G, W 25 BkAE 2=
P IR o 3t
Consumers’ banks notify ALLDEBIT by server; #1718 Al 55 %% i@ %1 ALLDEBIT.
ALLDEBIT notify Merchant by server; ALLDEBIT i1 Al 25 2% 8 K075 /7 .

10. Merchants’ website receive the server’s response of success. Receiving this response means notify
successfully, otherwise it will send the inquiry repeatedly, maximum in 7 times; ZE Y 3| Al % 25 1% [F]
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1.2 TR 5% 4% About transaction signature

The transaction signature is a necessary measure to prevent the transaction information from being
tampered during transmission. Normally use RSA in internet, both parties agree upon key strings, and
prevent transaction information to be tampered through abstracting the key strings. Both parties in
transaction should agree upon the key strings, and one to make abstract, the other to verify the abstract.
When verify successfully, it is confirmed that the transaction information has not ever been tampered.
Generally this key strings is generated by payment company, Merchant can download or update from
Merchant Service backend.

Attention: Key strings can ONLY be downloaded from Merchant Service backend after merchant
login, other ways of transmission are not supported.
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2. ¥:O4E K Interface Integration

2.1 £ERRETHIVE S Before Integration
a) Before developing, please prepare a domain of public net and an IP address of public net; 7EFF & 2
A TEAE A I A W R 344 B0 — AN A 1P M.



2.2

b) Our technical support will send the test information including transaction IP, backend address , MID
and other information to you, and help you complete the test; FA TR A L ERE 2R 8 A
Sytidlk, 5 ek, 7S LR ARG BAORGRE, HE BT

J & Developing
Interface uses WebApi in restful; % 3% H restful 75 2] WebApi.

2.2.1 B P#EME: O Merchant Registration Interface

Pay

attention to uppercase and lowercase letters of all the fields in interface; 3 O I T &, KNG

Bk

Action: POST
Merchant Registration Interface; i /7 7 MH% 0

Live IExCHibE: https://pgw.alldebitpay.com/vl/merchant/regist.json (request address of regist json; i /'
W json iE R HBHED

Test Wik http://test-pgw.alldebitpay.com/merchant/regist.json (request address of regist json; i /i
M json iE R HBHED

Request Format iR =

application/json,text/json

Sample:

{
"version":"v1.0",
"inputCharset":"1",
"language":"1",
"belongOrganize":"0120190304100054",
"merchantNameCN":" 5K =l iz /",
"merchantNameEN":"test merchant",
"merchantindustry":"Service trade"”,
"merchantType":"1",
"countryType":"1",
“companyWeb”:”www.alldebit.com”,
“companyAddress”:”xinjiapo”,
“businessScope”:”Southeast Asia”,
“aliasName”:”test mid”,
“contacts”:”jack”,
“email”:”jackman@163.com”,
“telephone”:”13655552222”,
“zipcode”:”518222”,
“faxNumber”:”1234124”,
“corporateName”:”jack”,
“corporateIdNumber”:”456622331145226”,
“idType”:"A”,
“bankCode”:”ACB”,
“branchCode”:”000”,
“accountNo”:”000”,



https://pgw.alldebitpay.com/v1/beforSendToItsPay
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“acName”:”jack”,
“transactionCode”:”111”,
“beneficiaryID”:”111”,
“beneficiaryNamel”:”111”,
“beneficiaryName2”:7222”,
“beneficiaryName3”:”333”,
“peneficiaryName4d”:”444",
“peneficiaryAddress1”:”1117,
“peneficiaryAddress2”:7222%,
“peneficiaryAddress3”:”333”,
“peneficiaryAddress4”:”444”,
“peneficiaryCity”:”aaa”,
“peneficiaryPostalCode”:”00000”,
“peneficiaryEmail”:”123@gmail.com”,
“countryCode”:”CHN”,

“userName”:”lili”,
“userEmail”:”lili@163.com”,
“phoneNum”:”13666665555”,
“MD5Key”:”FDF34fdsfsafgFDDSFFGS34sdf”,
"signMsg":"edel8ee2fe0171dd0d45be9cc257a54f"

Return Format iR [B]#% 3%,
application/json,text/json

merchantRegist: {

"version":"v1.0",
"inputCharset":"1",
"language":"1",
"belongOrganize":"0/20190304100054",
"merchantType":"1",
"merchantld":"20190304100056",
"loginName":"jackman",
"loginPassword":"a123456",
"tradePassword":"a123456",
"respCode","T000",

"respMsg","success",
"sign":"ede18ee2fe0171dd0d45be9cc257a54f"

|

2.2.2 MR EEE T Online Banking Acquiring Interface
Pay attention to uppercase and lowercase letters of all the fields in interface; 3 O K FTE FB&, KNG
Uk

Address:
Action: POST




Online banking acquiring interface; I 4R IS 543 111
Live 1E3CHhhE:  https://pgw.alldebitpay.com/v1/beforSendToltsPay (form 3 HFEAT)
Test M3 Hudik: http://test-pgw.alldebitpay.com/v1/beforSendToltsPay (form FHLIHEAL)

Request Format iR =

Sample:
<form action="gatewayurl" method="post">
<input type="text" name="version" value="v1.0" />
<input type="text" name="inputCharset" value="1" />
<input type="text" name="language" value="1" />
<input type="text" name="merchantld" value="100020160405003" />
<input type="text" name="merOrderNo" value="ORD000001" />
<input type="text" name="merorderDatetime" value="20150203101123" />
<input type="text" name="merorderCurrency" value="CNY" />
<input type="text" name="merorderAmount" value="100.00" />
<input type="text" name="pickupUrl" value="http.//browserrl.abcd.com" />
<input type="text" name="receiveUrl" value="http://serverurl.abcd.com" />
<input type="text" name="payType" value="0" />
<input type="text" name="issuerld" value="" />
<input type="text" name="ext1" value=" 2 4 1] # 5" />
<input type="text" name="ext2" value="ext2" />
<input type="text" name="ext3" value="ext3" />
<input type="text" name="businessType" value="1" />
<input type="text" name="payerName" value="47K=" />
<input type="text" name="payerEmail" value="eason@abcd.com" />
<input type="text" name="payerTelephone" value="136112341234" />
<input type="text" name="productld" value="s001" />
<input type="text" name="productName" value="#i/l/— H 7" />
<input type="text" name="productNum" value="1" />
<input type="text" name="productPrice" value="10000" />
<input type="text" name="productCurrency" value="CNY" />
<input type="text" name="merchantSignType" value="1" />
<input type="text" name="signMsg" value="ede18ee2fe0171dd0d45be9cc257a54f" />
<input type="submit" value="submit" />
</form>

Return Format iR [A] % X,

Sample:

<form action="receiveUrl" method="post">

<input type="text" name="version" value="v1.0" />

<input type="text" name="inputCharset" value="1" />

<input type="text" name="language" value="1" />

<input type="text" name="merchantld" value="100020160405003" />
<input type="text" name="merOrderNo" value="ORD000001" />

<input type="text" name="merorderDatetime" value="20150203101123" />
<input type="text" name="merorderCurrency" value="CNY" />

<input type="text" name="merorderAmount" value="100.00" />
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<input type="text" name="payAmount" value="24.16" />

<input type="text" name="payCurrency" value="SGD" />

<input type="text" name="payExchangeRate" value="4.25655" />
<input type="text" name="merSTOrderAmount" value="24.16" />
<input type="text" name="merSTCurrency" value="SGD" />

<input type="text" name="exchangeRate" value="4.25655" />

<input type="text" name="ext1" value="ext1" />

<input type="text" name="ext2" value="ext2" />

<input type="text" name="ext3" value="ext3" />

<input type="text" name="tradeFee" value="5.00" />

<input type="text" name="tradeFeeCurrency" value="SGD" />

<input type="text" name="txnid" value="11150203000000008834" />
<input type="text" name="txndate" value="201502031019002" />
<input type="text" name="status" value="1" />

<input type="text" name="respcode" value="T000" />

<input type="text" name="respmsg" value="success" />

<input type="text" name="signMsg" value="d30fb34c44531874515c47ea65184a28" />
</form>

2.2.3 iB## 0 Refund Interface
Pay attention to uppercase and lowercase letters of all the fields in interface; 3 O K FTE B, KNG
Uk

Action: POST

Refund interface of online banking P #Ri8 #$ 11
Live IEZUHHE:  https://pgw.alldebitpay.com/vl/beforSendToltsRefund.json (request address of refund json; iE K json iR

Hodik)

Live IEXMbE: https://pgw.alldebitpay.com/vi/beforSendToltsRefund.xml (request address of refund xml; ik xml
TRk

Test Mk Hbik: http://test-pgw.alldebitpay.com/vi1/beforSendToltsRefund.json (request address of refund jso;iE X json i
SRHbAE)

Test JWiRHulE: http://test-pgw.alldebitpay.com/v1/beforSendToltsRefund.xml (request address of refund xml; B 3K xml i
SRR

Request Format 15 K #% 2

Sample:

{

"version":"v1.0",

"inputCharset":"1",

"language”:"1",
"merchantid":"100020160405003",
"merOrderNo":"ORD000001",
"sysOrderNo":"NT20150203101123",
"refundAmount":"100.00",
"refundOrdertime":"20160913121211",
"ext1":"ext1",

“merchantSignType”:”1”,



https://pgw.alldebitpay.com/v1/beforSendToItsRefund.json
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"signMsg":"ede18ee2fe0171dd0d45be9cc257a54f"

Sample:

<?xml version="v1.0" encoding="UTF-8" ?>

<requestRefund>
<version>v1.0</version>
<inputCharset>v1.0</inputCharset>
<language>v1.0</language>
<merchantld>100020160405003</merchantld>
<merOrderNo>0ORD000001</merOrderNo>
<sysOrderNo>NT20150203101123</sysOrderNo>
<refundAmount>100.00</refundAmount>
<refundOrdertime>20160913121211</refundOrdertime>
<extl>extl</extl>
<merchantSignType>1</merchantSignType>
<signMsg>edel8ee2fe0171dd0d45be9cc257a54f</signMsg>

</ requestRefund>

Return Format ﬁ@*ﬁﬁ

requestRefund: {

"version":"v1.0",
"inputCharset":"1",
"language":"1",
"merchantld":"100020160405003",
"merOrderNo":"ORD000001",
"refundAmount":"100.00",
"refundOrdertime":"20160913121211",
"extl":"ext1",
"status":"1",
"txnld","RF20160913123212123",
“txnDate”,”20160913123211",
"respCode","T000",
"respMsg","success",
"sighnMsg":"edel8ee2fe0171dd0d45be9cc257a54f"

<requestRefund>
<version>v1.0</version>
<inputCharset>1</inputCharset>
<language>1</language>
<merchantld>100020160405003</merchantld>
<merOrderNo>ORD000001</merOrderNo>
<refundAmount>100.00</refundAmount>
<refundOrdertime>20160913121211</refundOrdertime>
<extl>extl</extl>
<status>1</status>




<txnld>RF20160913123212123</txnld>

<txnDate>20160913123211</txnDate>

<respCode>T000</respCode>

<respMsg>success</respMsg>

<signMsg>ede18ee2fe0171dd0d45be9cc257a54f</signMsg>
</ requestRefund>

2.2.4 7T AE#)#2 0 Order querying interface

Action: POST

Order querying interface 1] HA 254

Live IEZXIA3E:  https://pgw.alldebitpay.com/vl/merQueryOneOrder.json (query address of json request; £ i json i3k ith
hb)

Live IEXX¥ S :  https://pgw.alldebitpay.com/vl/merQueryOneOrder.xml ( query address of xml request; 25 xml i3k
k)

Test MRIFLE: http://test-pgw.alldebitpay.com/v1l/merQueryOneOrder.json ( query address of json request; i json i 3K
k)

Test MRIFLE: http://test-pgw.alldebitpay.com/vl/merQueryOneOrder.xml ( query address of xml request; 5 1) xml i K
S

Request Format i K% 2,

application/json,text/json
Sample:

{

"version":"v1.0",
"merchantld":"100020160405003",
"merOrderNo":"ORD000001",
"merorderDatetime":"20160913121211",
"merchantSignType":"1",
"signMsg":"edel18ee2fe0171dd0d45be9cc257a54f"
}

application/xml, text/xml |

Sample:

<?xml version="v1.0" encoding="UTF-8" ?>

<queryOrder>
<version>v1.0</version>
<merchantld>100020160405003</merchantid>
<merOrderNo>0ORD000001</merOrderNo>
<merorderDatetime>20150203101123</merorderDatetime>
<merchantSignType>1</merchantSignType>
<signMsg>ede18ee2fe0171dd0d45be9cc257a54f</signMsg>

</queryOrder>

Return Format 3% [A]#& X,

application/json,text/json


https://pgw.alldebitpay.com/v1/merQueryOneOrder.json
https://pgw.alldebitpay.com/v1/merQueryOneOrder.xml
http://pgw.koolyun.cn/v1/merQueryOneOrder.json
http://pgw.koolyun.cn/v1/merQueryOneOrder.xml

queryOrder:{

"version": "v1.0",

"language":"1",

"inputCharset":"1",

"merchantld": "100020160405003",

"merOrderNo": " ORD000001",

"merorderDatetime": "20150203101123",

"merorderCurrency": "CNY",

"merorderAmount": "100.00",

"extl": " remarkl",

"ext2": " remark2",

"ext3": " remark3",

"txnld": "NT11150203000000008834",

"txnDate": " 201502031019002",
“state”:"1”,

"respCode": "T0O00",

"respMsg": "success",

"signMsg": " d30fb34c44531874515c47ea65184a28"

}

<queryOrder>

<version>v1.0</version>

<language>1</language>

<inputCharset>1</inputCharset>
<merchantld>100020160405003</merchantld>
<merOrderNo>0ORD000001</merOrderNo>
<merorderDatetime>20150203101123</merorderDatetime>
<merorderCurrency>CNY</merorderCurrency>
<merorderAmount>100.00</merorderAmount>
<extl>remarkl</extl1>

<ext2>remark2</ext2>

<ext3>remark3</ext3>

<txnld> NT11150203000000008834</txnld>
<txnDate>201502031019002</txnDate>

<state>1</state>

<respCode>T000</respCode>

<respMsg>success</respMsg>
<signMsg>d30fb34c44531874515c47eab5184a28</signMsg>
</ queryOrder>

2.2.5 HELHE D Appointed Settlement Interface

Action: POST

Appointed Settlement Interface fi5 & 45 H 4L 1 .

Live IEXIF5E: https://pgw.alldebitpay.com/OrderSettlementGW/v1/orderSettlementGW.json (json request address; json &
SKHHED

Live IEZUIAEE:  https://pgw.alldebitpay.com/OrderSettlementGW/v1/orderSettlementGW.xml (xml request address;xml i&
SRHbAE)
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Test MiXIAEE:  http://test-pgw.alldebitpay.com/OrderSettlementGW/v1/orderSettlementGW.json (query address of json
request; £ 1 json Rtk
Test JRIFET: http://test-pgw.alldebitpay.com/OrderSettlementGW/v1/orderSettlementGW.xml ( query ddress of xml

request; &r 1] xml i Kk

Request Format & X% 2,

application/json,text/json
Sample:

{

"version":"v1.0",
"inputCharset":"1",

"language”:"1",

"bussinesType":"1",
“refcnceFlow":"PGW000001",
"merchantld":"201620160405003",
"merOrderNo":"ORD000001",
"shouldDealtime":"20170410",
"state":"1",
"merchantSignType":"1",
"signMsg":"ede18ee2fe0171dd0d45be9cc257a54f"

}
application/xml,text/xml \

Sample:

<?xml version="v1.0" encoding="UTF-8" ?>
<GWOrderSettlementRequest>
<version>v1.0</version>
<inputCharset>1</inputCharset>
<language>1</language>
<bussinesType>1</bussinesType>
<refcnceFlow>PGWO000001</refcnceFlow>
<merchantld>100020160405003</merchantld>
<merOrderNo>100020160405003</merOrderNo>
<shouldDealtime>20170410</shouldDealtime>
<state>1</state>
<merchantSignType>1</merchantSignType>
<signMsg>edel8ee2fe0171dd0d45be9cc257a54f</signMsg>
</GWOrderSettlementRequest>

Return Format & [Bl#& =,

application/json,text/json
GWOrderSettlementRequest:{
"version": "v1.0",
“inputCharset”:"1”,

“language”:”1”,

"merchantld": "100020160405003",
"bussinesType": "1",

"refcnceFlow": "201702152028",
"merOrderNo": "100020160405003",
"shouldDealtime": "20170215",

11
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"actualCTtime": "20170215",
"merchantSignType": "1",
“state”:”1”,
"respCode": "T0O0Q",
"respMsg": "success",
"signMsg": " d30fb34c44531874515c47ea65184a28"

}

< GWOrderSettlementRequest>
<version>v1.0</version>
<inputCharset>1</inputCharset>
<language>1</language>
<merchantld>100020160405003</merchantld>
<bussinesType>1</bussinesType>
<refcnceFlow>201702152028</refcnceFlow>
<merOrderNo>100020160405003</merOrderNo>
<shouldDealtime>20170215</shouldDealtime>
<actualCTtime>20170215</actualCTtime>
<merchantSignType>1</merchantSignType>
<state>1</state>

<respCode>T000</respCode>
<respMsg>success</respMsg>
<signMsg>d30fb34c44531874515c47eab65184a28</signMsg>
</ GWOrderSettlementRequest>

2.2.6 B33 0 Mobile Payment Interface
HE: HETEIIMICH online MXCAGH, WMICES, EAERENR

Address:

Action: POST

Mobile Payment Interface 53/ 52 {4% 1 :
Live IEXUH3%:  https://pgw.alldebitpay.com/v1/mobilePaylts (form FREEIEZT)
Test JRIAEE:  http://test-pgw.alldebitpay.com/v1l/mobilePaylts (form FFREEZY)

Request Format iE K#% 2, |

Sample:

<form action="xxxxxUrl" method="post">

<input type="text" name="version" value="v1.0" />

<input type="text" name="inputCharset" value="1" />

<input type="text" name="language" value="1" />

<input type="text" name="merchantld" value="100020160405003" />
<input type="text" name="merOrderNo" value="ORD000001" />
<input type="text" name="merorderDatetime" value="20150203101123" />
<input type="text" name="merorderCurrency" value="CNY" />

<input type="text" name="merorderAmount" value="100.00" />
<input type="text" name="pickupUrl" value="pickupUrl" />

12



<input type="text" name="receiveUrl" value="receiveUrl" />
<input type="text" name="ext1" value="ext1" />

<input type="text" name="ext2" value="ext2" />

<input type="text" name="ext3" value="ext3" />

<input type="text" name="businessType" value="1" />

<input type="text" name="payType" value="1" />

<input type="text" name="issuerld" value="0" />

<input type="text" name="payerAcctNo" value="11111" />

<input type="text" name="termld" value="11111111" />

<input type="text" name="productName" value="4#i/l/—H 715" />
<input type="text" name="merchantSignType" value="1" />
<input type="text" name="signMsg" value="d30fb34c44531874515c47ea65184a28" />
</form>

Return Format j& [El#& =, |

Sample:

<form action="xxxxxUrl" method="post">

<input type="text" name="version" value="v1.0" />

<input type="text" name="inputCharset" value="1" />

<input type="text" name="language" value="1" />

<input type="text" name="merchantld" value="100020160405003" />
<input type="text" name="merOrderNo" value="ORD000001" />
<input type="text" name="merorderDatetime" value="20150203101123" />
<input type="text" name="merorderCurrency" value="CNY" />

<input type="text" name="merorderAmount" value="100.00" />
<input type="text" name="payAmount" value="24.16" />

<input type="text" name="payCurrency" value="SGD" />

<input type="text" name="payExchangeRate" value="4.25655" />
<input type="text" name="merSTOrderAmount" value="24.16" />
<input type="text" name="merSTCurrency" value="SGD" />

<input type="text" name="exchangeRate" value="4.25655" />

<input type="text" name="ext1" value="ext1" />

<input type="text" name="ext2" value="ext2" />

<input type="text" name="ext3" value="ext3" />

<input type="text" name="tradeFee" value="5.00" />

<input type="text" name="tradeFeeCurrency" value="SGD" />

<input type="text" name="txnid" value="11150203000000008834" />
<input type="text" name="txndate" value="201502031019002" />
<input type="text" name="status" value="1" />

<input type="text" name="respcode" value="T000" />

<input type="text" name="respmsg" value="success" />

<input type="text" name="signMsg" value="d30fb34c44531874515c47ea65184a28" />
</form>

13



2.2.7 T R#:0O Agent Interface
Pay attention to uppercase and lowercase letters of all the fields in interface; ¥ O K FTE ZB&, KNG
Uk

Address:

Action: POST

Refund interface of online banking MR8 Zk % 1 .

Live IEZ0HBHE: https://pgw.alldebitpay.com/agentPay.json (request address of agent json; X json 1R HBHE)

Live IEZUMHE: _https://pgw.alldebitpay.com/agentPay.xml (request address of agent xml; T~ & xml &R hk)

Test Mi{Hadk: http://test-pgw.alldebitpay.com/agent.json (request address of agent json; N & json &K ihhl)

Test JikHhhk: http://test-pgw.alldebitpay.com/agent.xml (request address of agent xml; K& xml &Rtk

Request Format & R#%

application/json,text/json

Sample:

{
"version":"v1.0",
"merchantid":"100020160405003",
"agentAmt":"100.23",
"currencyCode":"CNY",
"agentDatetime":"20170809152300",
“accountNo”:”6225887836361212",
“accountName”:” 5K =",
“accountType”:”2”,
“bankName”:” 74 i #7177,
“bankCode”:”cmb”,
“outAgentNo”:”"OR20170505112211”,
“bankNo”:”111111111111”,
“ext1”:”111”,
“ext2”:7222”,
“agentNotifyUrl”:”http://alldebit.test.com/notify.do”,
“merchantSignType”:”1”,
"signMsg":"edel8ee2fe0171dd0d45be9cc257a54f"

}

application/xml,text/xml

Sample:

<?xml version="v1.0" encoding="UTF-8" ?>

<requestRefund>
<version>v1.0</version>
<merchantld>100020160405003</merchantid>
<agentAmt>100.23</agentAmt>
<currencyCode>CNY</currencyCode>
<agentDatetime>20170505121211</agentDatetime>
<accountNo>6225887836361212</accountNo>
<accountName> 5K =</accountName>
<accountType>2</accountType>
<bankName> 77 #77</bankName>
<bankCode>cmb</bankCode>
<outAgentNo>0OR20170505112211</outAgentNo>

14


https://pgw.alldebitpay.com/v1/beforSendToItsRefund.json
https://pgw.alldebitpay.com/v1/beforSendToItsRefund.xml
https://pgw-spl.openepay.com/v1/beforSendToOpsRefund.json
https://pgw-spl.openepay.com/v1/beforSendToOpsRefund.json

<bankNo>11111111111</bankNo>
<extl>111</extl>
<ext2>222</ext2>
<agentNotifyUrl>http://alldebit.test.com/notify.do</agentNotifyUrl>
<merchantSignType>1</merchantSignType>
<signMsg>edel18ee2fe0171dd0d45be9cc257a54f</signMsg>

</ requestRefund>

Return Format & [B] 4% 2 ([F] 53R [H])

{

"version":"v1.0",
"merchantld":"20170912210136",
"agentAmt":"0.03",
"currencyCode":"CNY",
"agentDatetime":"20180115103900",
"accountNo":"6225666655554444",
"accountName":"5Kk =",
"accountType":"2",
"bankName":"$ B #RAT IR I & X 32477,
"bankCode":"cmb",
"outAgentNo":"agentpay0215019",
"bankNo":"11111111111",
"ext1":"",
"ext2":"",
“txnld”:”AG205223321222",
“txnDate”:”20170809121200”,
"signMsg":"hUCnOBTu4P118d/mh9ay4blKCZPDiwpzhHLf38FmoZGITm8cfa5Kbpd6ovllEfpR46mk+SY
sZzBy\r\nhizAhggmYHq70Bh9e09mPDmhEYwm6qtDODQyJOagafK3K/X/yNigZoRpoe+EpT5g+AsR3MBk8h
12\r\nnsrf3GJHPN6/WwKrhG0=",
"respCode":"10000",
"respMsg":"SUCCESS"

<version>v1.0</version>
<merchantld>20170912210136</merchantld>
<agentAmt>0.03</agentAmt>
<currencyCode>CNY</currencyCode>
<agentDatetime>20180115103900</agentDatetime>
<accountNo>6225666655554444</accountNo>
<accountName>iK —</accountName>
<accountType>2</accountType>

<bankName>fH 4R 1TIAYI £ % 717 </bankName>
<bankCode>cmb</bankCode>
<outAgentNo>agentpay0215019</outAgentNo>
<bankNo>11111111111</bankNo>
<extl>extl</ext1>

<ext2>ext2</ext2>
<txnld>AG20160913123212123</txnld>

15



<txnDate>20160913123211</txnDate>

<respCode>10000</respCode>

<respMsg>SUCCESS</respMsg>

<signMsg>hUCnOBTu4P1I8d/mh9ay4blKCZPDiwpzhHLf38FmoZGITm8cfa5Kbpd6ov1IEfpR46mk+SYsZz
By\r\nhizAhqgmYHq70Bh9e09mPDmhEYwm6qtDODQyJOagafK3K/X/yNigZoRpoe+EpT5g+AsR3MBk8hI2\
A\nnsrf3GJHPN6/WwKrhG0=</signMsg>

TRAPER

ST KE 1t B

version 8 5N REORZIRFF—E
merchantld 32 5N KRB RFF—I
outAgentNo 50 5F RO R
accountNo 32 5N REBEORZIRFF—E
accountName 32 5N RBEORZIRFF
accountType 1 5F RO R
amt 18 & x]l

bankName 50 5F RO R
bankNo 50 5N KBRS R —E
bankCode 20 5F RO 5
txnld 32 L5 RGR BN KT
txnDate 14 A 5y R G Ab T 5E R (]
status 1 5 X~ N RN, HEFRRKK
respCode 10 TO00 KN AbH EY )

respMsg 128 FrRis B

sighMsg 2048 2 E B (I 2SN 22 1.2)

Pay attention to the uppercase and lowercase letters of all the fields in interface; ¥ O K FTHE FE&, K/
SR

2.2.8 {LE A #)#: 0 Exrate Query Interface
Pay attention to uppercase and lowercase letters of all the fields in interface; 3 O KT A B, KNG
Uk

Action: POST

Exrate Query Interface VR & ifj#2 11 :
Live IEZ0HE: https://pgw.alldebitpay.com/rate/queryRate.json

16



| Test M HbIE:  http://test-pgw.alldebitpay.com/rate/queryRate.json |

Request Format 15 K #% 2
application/json,text/json

Sample:

{

"version":"v1.0",
"merchantid":"100020160405003",

" beforeCurrencyCode ":"CNY",

"afterCurrencyCode ":"USD",
“merchantSignType”:”1”,
"signMsg":"edel8ee2fe0171dd0d45be9cc257a54f"

Return Format & [B]#& 2 ([E 2P R [H])

application/json,text/json

"rateList ": [{
"afterCurrencyCode":"USD",
"expirationDate":"20180806135521",
"rate":"0.1467761",
"merchantld":"20170926500054",
"beforeCurrencyCode":"CNY",
"version":"v1.0"

1,
" code ":" TOOO ",
" msg "2"/5&@",

"signMsg":"hUCnOBTu4P1I8d/mh9ay4blKCZPDiwpzhHLf38FmoZGITm8cfa5Kbpd6ovlIEfpR46mk+SY
sZzBy\r\nhizAhqgmYHq70Bh9e09mPDmMhEYwm6qtDODQyJOagafK3K/X/yNigZoRpoe+EpT5g+AsR3IMBk8h
[2\r\nnsrf3GJHPN6/WwKrhG0=",

}

3. Test case

Gateway transaction in test environment, please choose FEFLER 1T to complete test; W iIA L ) K 548
5y, 1B PR LR AT R 5E A

17



dldebit

product CNY100.00

SELECT YOUR PREFERRED PAYMENT METHOD.

D

FZNES TNl S
‘

ShouldPay:21.33SGD

Pay

H5 page on Mobile Payment; 43/ H5 £+

18



eoese MEHT = 12:02 @ 9 96% M

O EARMEREK «

I iTERER

B FR:  product
1TEEEN: 0.01 CNY
RI{FEEi:  0.01 CNY

I AR

O =AM >
= AEE-M >
& HiEE-M >

FHEOESZT
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4. ¥ %E X Interface definition

4.1 T PEMERR IR Message description of business registration request
FER ERYIE KE faik
version v Fixed Value Fixed Value: v 1.0
Il S (H [ (V1.0
1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset Y 1 GB2312;
TRFRUTF-8. 2(K3RGBK. 3f{%&GB2312;
1 represents simplified Chinese; 2 represents
language Y 1 traditional Chinese; 3 represents English;
VRS 2R B RS0 3R
. Institutions to which merchants belong
I Y 32
belongOrganize I p—
merchantNameC v 50 Chinese Name of merchant
N FIF 34
merchantNameE v 50 English Name of merchant
N R4
P T N 50 The industry in which the merchants are located;
/ BT
merchantType Y 1 1: Ordinary merchant 2: Agent
countryType Y 1 1:china 2:abroad
companyWeb N 100 Company website; A ERIiE
companyAddress Y 100 Company address;/AS]HeE
businessScope N 100 Scope of business; |53 E]
aliasName N 50 Merchant alias ; 515
contacts Y 50 contacts; BXRA
email Y 100 email
telephone Y 50
zipcode N 32 Zip codelifZ
faxNumber N 32
corporateName Y 50 Name of legal person; ;AR
corporateldNum v 0 Corporate Identity Card Number; jZAS1D

ber

20
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ID Type IF{4ERY

A:Army no
B:Business Reg No
_ l:ID Card No
idType Y 2
N:New IC
0:0ld IC
P:Police no
T:Passport
bankCode Y 32 Receiving Bank Code WERERTT4RAS
Receiving Branch Bank Code IR 1TS21T4
branchCode Y 32 2 RT3
e
accountNo Y 32 Bank Account No {R{7 S
acName Y 32 Ac Name
Bank Card Type; $RiTR3H!
20: Misc. Credit
21: Standing Order Credit
. 22: Salary Credit
transactionCode Y 10 o )
23: Dividend Credit
24: Remittance Credit
25: Bill Credit
30: Direct Debit
beneficiarylD N 32 Beneficiary ID
beneficiaryName o
] Y 100 Beneficiary Name 1
beneficiaryName o
5 N 100 Beneficiary Name 2
beneficiaryName o
3 N 100 Beneficiary Name 3
beneficiaryName o
4 N 100 Beneficiary Name 4
beneficiaryAddre o
] Y 100 Beneficiary Address 1
ss
beneficiaryAddre .
5 N 100 Beneficiary Address 2
ss

21



beneficiaryAddre
ss3

beneficiaryAddre
ss4

beneficiaryCity

beneficiaryPostal
Code

beneficiaryEmail
countryCode

userName
userEmail

phoneNum

signMsg

100

100

32

32

100

50
50
50

128

Beneficiary Address 3

Beneficiary Address 4
Beneficiary City
Beneficiary PostalCode

Beneficiary Email

3-bit country code: china(CHN); 3{EZx%%
f5: FE(CHN)

Merchant sign, use RSA to abstract signature. The
content of signature is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

A4, RAMDSH 7 U T8 A . SHMNE
W

LA B RInull)5, BT o

2. BT IR FBIE OREEFEL) T/ R
FREFIG R

4.2 P EMIREHRSCHIR Message description of business registration

response
FERA T A KE Haik
Filed Name Not null Length Decription
version v Fixed value Fixed Value: v1.0
Il S (H [ {Ev1.0
inputCharset Y 1 1 represents UTF-8; 2 represents GBK; 3 represents

22



language

merchantld

belongOrganize

merchantType
loginName
loginPassword

tradePassword

respCode

respMsg

sign

Y 1
Y 16
Y 30
Y 1
Y 50
Y 50
Y 50
Y 4
Y -
Y 32

GB2312;
1LRUTF-8. 2AFGBK, 3fX{%&GB2312;

1 represents simplified Chinese; 2 represents

traditional Chinese; 3 represents English;
AERMAMA S 2R BT, 3RS

MID which given by ALLDEBIT;
TETRZE T (A e — 2 5

Institutions to which merchants belong

R LA

1: Ordinary merchant 2: Agent
Login Name

Login Password

Trade Password

Response code. TOOO represents success, refer to
the 4.11 of other response code;
Weffitho TOOOZTR S, HA WM A5 5E

Response message;
LISAEDSS

Merchant use RSA to verify signature, the content
is as below:

1. remove the blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending

(remove null and blanks);

WIS, SRAIMDSH 5 U TIR A . IR AR N A
N

LR R nllfg, EFEBEATHTHEIT

2. BT R BE ORI EFERL) TR R i
(R

4.3  PARICEAIE R IR IR Message description of online banking acquiring

request
FERR EEYIE KE faid
Field Not null Length Description




Fixed Value Fixed value: v1.0

version Y
FEMH I E v 1.0

1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset Y 1 GB2312;
1{RUTF-8. 2fXF&GBK, 3ft&GB2312;

1 represents simplified Chinese; 2 represents
language Y 1 traditional Chinese; 3 represents English;
VRREARPSC 2R, 3R
MID which given by ALLDEBIT;

merchantld Y 16 A T P et

Character String, only can use letters/numbers/-
/_, and shall start from letter or number; No
matter succeed or fail, All the order number sent by

merOrderNo Y 50 this merchant , shall be unique.

WO B IT RS, JFHRREERE T, T8,
T Wk, IR TR R L
ﬁFﬁ%ﬁW%x%W%i%& RAarELE

Order Date time, Date format: yyyyMMddHHmMmss,
e.g. 20121116020101

TTEARS ], B3RS ES: yyyyMMddHHmmss, fij20 :
20121116020101

merorderDatetime Y 14

Order Currency, ISO code in 3 digits, ONLY support
merorderCurrency v 3 the CL{rrency that merchant has selected when
applying MID;

MR, =(ISOMHY, ARy mff

Order amount, maximum hold 2 digits after the
merorderAmount Y 12,2 decimal point, greater than 0
VSR, w200, KT0

Pick up Url, require the whole path in http://
format, without customized parameters such

pickupUrl Y 100 as 7id=123
P B I
Faheep/ /FE A ST 2, TRENTPIA=1231X K H 1 X2
0

Url of receiving transaction results in backend;
require the whole path in http:// format, without

receiveUrl Y 100 customized parameters such as ?id=123
LSRG G AL
waheep:/ /M TERE IR AL, AREMPIA=1231X K H E L2
5

24



Pay type that consumers can use to make payment,
fixed value;
0 represents all, means to display all the pay type
that merchant has;
TIPS: EC=ECOMMERCE
MPM=MERCHANT PRESENT MODE
MNP=MINI PROGRAM
PAC=PUBLIC ACCOUNT

50: EC-AP-WEB-SGD
63:EC-ENETS-MPM-SGD
64:EC-WP-MPM-USD
71:EC-AP-MPM-SGD
73:EC-SINO-WEB-SGD
74:EC-MGP-WEB-THB
76:EC-MGP-MPM-THB
78:EC-SINO-WEB-CNY
79:EC-SINO-WEB-USD
80:EC-WP-MNP-SGD
86:EC-WP-PAC-SGD

payType Y 2 107:EC-WP-MPM-SGD
129:EC-UM-CC-WEB-MYR
130:EC-UM-DD-WEB-MYR
135:EC-AP-MNP-SGD
136:EC-AP-H5-SGD
139:EC-PNOW-MPM-SGD
152:EC-GPAY-WEB-SGD
159:EC-SHPEE-MPM-SGD
161:EC-UPQR-MPM-SGD
171:EC-A+TNG-MPM-SGD
172:EC-A+DN-WEB-SGD
173:EC-A+GC-MPM-SGD
174:EC-A+HK-MPM-SGD
175:EC-A+TM-MPM-SGD
176:EC-A+KKP-MPM-SGD
192:EC-PNOWD-MPM-SGD
206:EC_A+ H5 SGD

Remark: For direct payment, please refer to 4.19

25



Payment agency ID, should fill in when use direct
payment;Refer to 4.12 direct payment and 5.1

. institution code.
issuerld Y 8

PR, B EES AR .

225 I A9 B IE A RIS A A HUARES
Remark 1

HIHEFRL,

Remark 2

#FHEER2,

ext1 N 128

ext2 N 128

Remark 3
ext3 N 128 s

FHHAERS,

Payer’ s name, can be Chinese characters or
payerName N 32 letters;

RS, TR, T

Payer’ s email address, must be email address
payerEmail N 50 format;
AFERNERFE, WU AR AS 2C

Payer’ s phone number, must be mobile phone

payerTelephone N 16 number;
NS, DA FHAE
productld N 20 Product ID; &RID

Product name, can be combined by Chinese
productName N 256 characters, letters ,-.
AR, ATLARDLY, T8k, JkiZk Hik.

productNum N 4 Product quantity; 75/ 4t
productPrice N 20 The unit price of products; & &4/
The currency of price, such as CNY, USD;
productCurrency N 3 o
R bRA TR, 21 CNY,USD
. Business type, 2 means cross-border business;
businessType Y 1 e
Heinesstyp WHHR. 2: FREHLS
Merchant’ s Encryption Certificate type:
1 means merchant use RSA key which generate by
platform to sign;
2 means merchant use RSA private key which is not
merchantSignType Y 1 generated by platform to sign;

Remark: when fill 2, merchant need to provide the
RSA private key for the payment system to verify.
3 MD5 Encryption, MD5 key string provided by
platform

26



signMsg

128

27

R AIE 77

1 FORMEAF AR B P RSARMAZE 24, BUAZ1

20 FORMEAARE ALY R T RSARMIIZE 4 o

T Y 2RRHR R T LA S RGHRARSA RS
%

3MD5IE, WP SRR AR

A.Use RSA to abstract signature. The content of
signature is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort(not
include filed name), and connect the character
strings to get the character string after ascending;
3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the
ciphertext after sign by the RSA private key which is
not generated by platform;

B.Use MD5 to abstract signature.The content of

signature is as below:

1.Remove blanks and null, sort by field name in

ascending;

2.collect the value of the field after sort(not include

filed name), then, add “&MD5key” to get the final

string. such as,
“v1.020140956000.10CNY&zDNuO9vA62qtSMup9

jeeOYoRof4fuFfajLQsF6éwPmjce7kglhatmUoqcUBcN

PlbubSUWe8TK6tUJGqld42cx2FeOCGDT6U3A80c)v

aEUbIwtRSVITMI9FWsVWx50J7Ns”

3.Encrypt with MD5 and convert to uppercase to

get signature

AR FRSAR) T A T2 2B . IR :
1Rz B fnull 5, e FBEA T THET -

2. BHEF EFBINE CRMISFRS) 7B
REIFIFE

3. YMmerchantSignType=1[1¥ 1 it~ FIF 5 AL B 7
RSAFAHZE 2 JFAS 2123, HmerchantSignType=2[1# L
T fd AR & AR R T P RSAFAEA S5 42 J5 15 218 3.

B R FIMDSHY i A BT A . S/ NAIT:
LERZBEMnl)E, HEBRATHFHET

2. W EFBRE (AMESFBRA) T, KRB
nLE” &MDS5key” 152 R4 WI . 4
41:v1.020140956000.10CNY&zDNuO9vA62qtSMup
9jeeOYoRof4fuFfajLQsFéwPmjce7kglhatmUoqcUBc

NPIbubSUWe8TK6tUJGqld42cx2FeOCGDT6U3A80c



JvaEUbIwtRSVITMI9FWsVWx50J7Ns"
3.FAMD5INERENY, HEERIEAAEERISHER

4.4 PERBCERIR [FI3RSCHEIR Return Message description of online banking

acquiring

FERA
Field Name

D

AS
nl\

S Kl

Not Null

KE

Length

ik

Description

version

inputCharset

language

merchantld

merOrderNo

merorderDatetime

merorderCurrency

merorderAmount

payAmount

payCurrency

Y

Fixed Value

il E1H

16

50

14

12,2

12,2

28

Fixed Value : 1.10
[H] %E{E1.1.0

1 represents UTF-8; 2 represents GBK; 3 represents
GB2312;
1RZFRUTF-8. 2{{RGBK, 3f{%&GB2312;

1 represents simplified Chinese; 2 represents
traditional Chinese; 3 represents English;

VREIATSC 2B RS 3R

MID which given by ALLDEBIT;

TFHLZS T M — G

Character String, only can use letters/numbers/-
/_, and shall start from letter or number; No
matter succeed or fail, all the order number sent by

this merchant, shall be unique.

B BRI TR, SR AR, TR, 7

S T, JFH TR E Rk
FIPITHS AER 5 Rk, A RirEg

MID which given by ALLDEBIT;

TERRZE T Y A — 2 5

Order Currency, ISO code in 3 digits, ONLY support
the currency that merchant has selected when
applying MID;

IR, =AISOMRS, SR A

Order amount, maximum hold 2 digits after the
decimal point, greater than 0

ISR, mERE/ MU0, KT0

Payment Amount, maximum hold 2 digits after the
decimal point.

k&R, w2 RE/INE20L

PaymentCurrency, ISO code in 3 digits



payExchangeRate

merSTOrderAmount

merSTCurrency

exchangeRate

ext1

ext2

ext3

txnid

txndate

status

tradeFee

tradeFeeCurrency

respcode

respmsg

signMsg

12,5

12,2

12,5

128

128

128

20

14

32

29

MR, =ALISOMAS

The exchange rate when pay, maximum hold7digits
after decimal point;

FERETHIIEER, HZ R/ NEURTAL
Settlement amount, maximum hold 2 digits

after decimal point;

FHEH, mERHE/NUG20
Settlement Currency; 45 & i fh
SEMANEE, RERE/ N

Remark, will return as original when transaction
returns;

FHHEE, X SIR AR 2 F AR

Remark, will return as original when transaction
returns;

HHEE, X SIR AR 2 FEAA R

Remark, will return as original when transaction
returns;

FHHEE, X SIR AR 2 FA R

Transaction serial numbers of ALLDEBIT system;
ALLDEBITIH RGeS

AD System dealing time: yyyMMddHHmMmss
ALLDEBITH Z %4k 121 [ayyyyMMddHHmMmss

Order status

1. pending; 2. Failed; 3 Success;
TTHRTES
12 G2 ST I 30 SZ A3

MDR, %2 5 F4: 3%
The currency of MDR; %5 5, 42 Tifh

Response code, TO0O represents successful; refer to
4.11 for other response code;

M SRS . TOOOZK R L, HiAx U am B i 47 55

Response message;

i A 12

A.Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character



strings to get the character string after ascending;
3. use RSA public key of platform to verify
signature, True means verify successfully.

B.Merchant use MD5 to verify signature, the
content is as below:

1.Remove blanks and null, sort by field name in
ascending;

2.collect the value of the field after sort(not include
filed name), then, add "&MD5key” to get the final
string

3.Encrypt with MD5 and convert to uppercase to
get signature

AT PSR IRSARY T S TIAE . IAE RN T :
LEE R fInals, & 7BATHFHER -

2B IR TBINE (FMEE TR BT Rk
BEIFIER.

3. RSP ARSARHAEEE, True/R ik

BoRHIMDSH T RO T8 A B . BB AR T
LR B fnullG , %7 B THTHER -

2 P R TBINE (MEE TR B, K2
k" &MD5key” 15EIHARHIZE AN . B
41:v1.020140956000.10CNY&zDNuO9vA62qtSMup9jecOYo
Rof4fuFfajLQsF6wPmjce7kqlhatmUoqcUBcNPIbubSUWe8T
K6tU]Ggld42cx2FeOCGDT6U3A80c]vaEUblwtRSVIIMIF
WsVWx50]7Ns”

3HAMDSIREIASC, FHFA N KGR 224G

4.5 BIEIFRMCHEIR Message description of refund request

FERR DA KE g
version v Fixed Value Fixed Value: v 1.0
[i] 7€ H ] E v 1.0

1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset Y 1 GB2312;

1RFTUTF-8, 2{3RGBK, 3{FGB2312;

1 represents simplified Chinese; 2 represents
language Y 1 traditional Chinese; 3 represents English;

MRS, 2ARE RS, 3T

MID which given by ALLDEBIT;
merchantld Y 16

FF L v P M — 5

Merchant’ s order number which submitted in
merOrderNo Y 50

30

original transaction, can be used to confirm the



sysOrderNo

refundAmount

merchantSignType

refundOrdertime

ext1

signMsg

20

12, 2

16

100

128

31

refund order;

A8 I EIRHI T AT B S, AR BARF IR 5§
The unique order number which returned by
system when the original transactionsucceed, can
be used to confirm the refund order;

JFAE 5 DI AR G0 iR BT Bk S, FRBRIA T
BT H

Refund amount; iE 4%

Merchant’ s Encryption Certificate type:

1 means merchant uses RSA certificate which
generate by platform by default;

2 means merchant uses their own RSA certificate to
encrypt;

Remark: when fill 2, merchant need to provide
payment system RSA certificate to encrypt.

3 MD5 Encryption, MD5 key string provided by
platform

I T =,

10 IR G B AL RSAIES;

20 RN TS H CIRSATEB N o

T IS 200 B R 7 LA SN RS R RS AIET
3MD5IE, P B R A g A H

The time when merchant apply for refund, format:
yyyyMMddHHmMmss

PRSI, #%=lyyyyMMddHHmmss
Remark 1 ; #9557 BH

A.Merchant sign, use RSA to abstract signature. The
content of signature is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the
ciphertext after sign by the RSA private key which is
not generated by platform;

B.Merchant use MD5 to verify signature, the
content is as below:



1.Remove blanks and null, sort by field name in
ascending;

2.collect the value of the field after sort(not include
filed name), then, add “&MD5key” to get the final
string

3.Encrypt with MD5 and convert to uppercase to
get signature

AT %4, SRRSAIH R T4 AT E . SR/MHE
mR:

1Rz B fnull 5, & FBEA T THET -

2. BT IR FBIE OREEFEL) T/ R
REIFIFE

3. ¥imerchantSignType=1F4 1t {5 FH - 5 28 5k 1 B
RSAFMAZE 4 JG15 2% 3L, YMmerchantSignType=2f{F
T P 428 A R P RSAFAGH 45 42 SR A5 31 25 3 o

BRAIMDSH T R T8 A B . BEFHINAIT
LR B fnulls, %7 BATHTHERT -

2 PP ETBE (AMETEA) BT, KE
IHE” &MD5key” G2 RAMZE LY. H
1:v1.020140956000.10CNY &zDNuO9vA62qtSMup9ieeOYo
Rof4fuFfajLQsF6wPmjce7kqlhatmUoqcUBcNPIbubSUWe8T
Ko6tUJGqld42cx2FeOCGDT6U3A80c]vaEUblwtRSVIIMIOF
WsVWx50]7Ns”

3JAMDSHRE IS, FHHA ARG R4 5,

4.6 IBEMNIRICIHIR Message description of refund response

FERA T A KE Haik
Filed Name Not null Length Decription
version v Fixed value Fixed Value: v1.0
[i] ] E v 1.0

1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset Y 1 GB2312;

1HX3RUTF-8, 2{XRGBK, 3f{%GB2312;

1 represents simplified Chinese; 2 represents
language Y 1 traditional Chinese; 3 represents English;

VRIS 2B RS 3R

MID which given by ALLDEBIT;
merchantld Y 16 \

TERCES T B — G5

The order number which submitted by merchant
merOrderNo Y 30 when applying refund;

B R AR T RS
refundAmount Y 12,2 Refund amount; 7 ViE &4 %

32



refundOrdertime

ext1

status

txnld

txnDate

respCode

respMsg

signMsg

16

128

20

16

32

33

Merchant’ s refund application time, format:
yyyyMMddHHmMmss
R FIRFRIEIYIT ), A5 lyyyyMMddHHmmss

Merchant’ s order number in system, will return as
original when transactions return;

B RGEITHS, 7250 iR Al 2= R [E]

Refund status, 1 represents success, 2 represents
fail

IBFCRAS 11850820 2B K

The unique transaction numbers of the refund
order which returned by ALLDEBIT;
ALLDEBITiR [H /1)1 28 1IR30 T B ME— K5

The actual processing time of the refund which
returned by ALLDEBIT;
ALLDEBITI 51 -y 1R ) S R AL BRI ]

Response code. TOOO represents success, refer to
the 4.11 of other response code;
Weffitho TOOOZTR S, HA WM A5 5E

Response message;

Ml A 2.

A.Merchant use RSA to verify signature, the content
is as below:

1. remove the blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. use RSA public key of platform to verify
signature, True means verify successfully.

B.Merchant use MD5 to verify signature, the
content is as below:

1.Remove blanks and null, sort by field name in
ascending;

2.collect the value of the field after sort(not include
filed name), then, add “&MD5key” to get the final
string

3.Encrypt with MD5 and convert to uppercase to
get signature

RRAS, SRARSARY T TIAS . WARNAIT



R

LAEZ B g, &7BATHFHET

2. B R FBINE (M TERA) BT B
BEI TR

3. (P ERSARHARL, Truek R i ikiEid .

BRAIMDSH T R T8 A B . SEAHYNAIT
LR B Mnulls, %7 BATHFHET -

2 PP ETBE (AMETEA) T, KE
InE” &MD5key” {REIHAME LIS F
41:v1.020140956000.10CNY&zDNuO9vA62qtSMup9jecOYo
Rof4fuFfajLQsF6wPmjce7kqlhatmUoqcUBcNPIbubSUWe8T
Ko6tUJGqld42cx2FeOCGDT6U3A80c]vaEUblwtRSVIIMIOF
WsVWx50]7Ns”

3HMDSHIEIASC, HEIN K GREIE 245,

4.7 ITHREWFERMRLHIR Message description of order querying request

FERA
Filed Name

EEVIE

Not null

KE

Length

ik

Description

version

merchantld

merOrderNo

merorderDatetime

merchantSignType

signMsg

Y

Fixed Value

JEMH

16

50

14

128

34

Fixed Value: v1.0
& ZE (B V1.0

MID which given by ALLDEBIT

TETRZE T (A M — 2 5

Order number which submitted by merchant when

acquiring;

WO R BRI R AT

Order time which submitted by merchant, format:
yyyyMMddHHmmss

W R R _ERE LT RN ], #5CyyyyMMddHHmmss

Merchant’ s Encryption Certificate type:

1 means merchant uses RSA certificate which
generate by platform by default;

2 means merchant uses their own RSA certificate to
encrypt;

Remark: when fill 2, merchant need to provide
payment system RSA certificate to encrypt.

3 MD5 Encryption, MD5 key string provided by
platform

R INEIER T,

1 FORMEAP B BOARHIRSAIE T ;

20 FORR AR H CRIRSATIE TN

TE: U2 IR R 5 B SO R GHR RS ATE S
3MD5IE, PSR P TR R

A.Merchant use RSA to verify signature, the content



is as below:

1. remove the blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. use RSA public key of platform to verify
signature, True means verify successfully.

B.Merchant use MD5 to verify signature, the
content is as below:

1.Remove blanks and null, sort by field name in
ascending;

2.collect the value of the field after sort(not include
filed name), then, add "&MD5key" to get the final
string

3.Encrypt with MD5 and convert to uppercase to
get signature

RIRAE, SRARSARY T TIAS . AR :
LEE R fInalg, & 7BATHFHER -

2B R TBINE CREE 7B BT eh ki
BEIFIER.

3. AP ARSARHAEAS, TrueR Kk

BoRHIMDSH T RO T8 A B . BB SRR
LR B fnulls , %7 B THTHER -

2. B R TBINE (MEa 7B B, K2
k" &MD5key” 15EIHAHIZE A . H
41:v1.020140956000.10CNY&zDNuO9vA62qtSMup9iecOYo
Rof4fuFfajLQsF6wPmjce7kqlhatmUoqcUBcNPIbubSUWe8T
K6tU]JGgld42cx2FeOCGDT6U3A80c]vaEUblwtRSVIIMIF
WsVWx50]7Ns”

3HAMDSIREIASC, FHFA N KGR R A 4G

4.8 TR MMM CHIR Response message description of Order query

FERA EHWYIR KE faid
Fixed value: v1.0
i Y JEAH
version [i] 1 N
1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset Y 1 GB2312;
TRZFRUTF-8. 2fXFGBK. 3{{z%&GB2312;
1 represents simplified Chinese; 2 represents
language Y 1

35

traditional Chinese; 3 represents English;



merchantld

merOrderNo

merorderDatetime

merorderCurrency

merorderAmount

ext1

ext2

ext3

txnld

txnDate

state

respCode

respMsg

16

50

14

12,2

128

128

128

20

14

36

AERMAMA S 2R BT, 3RS

MID which given by ALLDEBIT;

TETRZE T (A e — 2 5

Character String, only can use letters/numbers/-

/_. and shall start from letter or number; No
matter succeed or fail, All the order number sent by

this merchant, shall be unique.

FP LR TS, R RERECE, FiE, 7

S Rk, I H R EE Ik

FPIT S ARG R, ARFEE

Order time, Date format: yyyyMMddHHmMmss,
€.9.:20121116020101

TT B[]

HA% = yyyyMMddHHmmss, f#141: 20121116020101

Order Currency, ISO code in 3 digits,

VMR, ={7ISOfH

Order amount, maximum hold 2 digits after the
decimal point

ISR, w2 /NEUE20L

Remark, will return as original when transactions
return;

FHHEE, X SIR AR 2 FA R

Remark, will return as original when transactions
return;

FHEGBR, £ ZIREN < FEERE

Remark, will return as original when transactions
return;

FHHEE, X SIR AR 2 FAA R

Transaction serials numbers of ALLDEBIT;
ALLDEBITIY RGeS

AD system processing time: yyyyMMddHHmMmss
ALLDEBITH] &G 4L R [BlyyyyMMddHHmmss

Order Status, 1. Pending; 2. Failed, 3, success
RS

LA 5 2 ST 30 A

Response code, TOOO represents success, refer to

the 4.11 for other response code;
ML AG . TO00FE /Rl Hy, s WLIm . g3 3%

Response message;
M 75 12



A.Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. use RSA public key of platform to verify
signature, True means verify successfully.

B.Merchant use MD5 to verify signature, the
content is as below:

1.Remove blanks and null, sort by field name in
ascending;

2.collect the value of the field after sort(not include
filed name), then, add “"&MD5key” to get the final

signMsg Y 32 string
3.Encrypt with MD5 and convert to uppercase to

get signature

AR HIRSARYTT AP TR A . TN A T :
LA B Inlg, 7B TR -

2. B R FBUE (MEETRA) BT PR iR
BEIFIER.

3. FERSARYIIRSS, TruerRibiEd .

BoRHIMD S5 AT A2 BEA M NAIT
LA B nullg, %7 BATHPHET -

2 P RFBINE (MIE TR T, KE
fnE” &MD5key” 15EIHAHIZE A . H
41:v1.020140956000.10CNY&zDNuO9IvA62qtSMup9jeeOYo
Rof4fuFfajLQsF6wPmjce7kglhatmUoqcUBcNPIbubSUWe8T
K6tUJGgld42cx2FeOCGDT6U3A80c]vaEUblwtRSVIIMIF
WsVWx50]7Ns”

3HMDSIEIASC, FHHAR N K G528 2 45

FE:

4.9 FEELEEFRM IR Message description of appointed settlement request

FERR VA KE g
version v Fixed Value Fixed value: v1.0
[i] S {E [#] E Eiv1.0
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inputCharset

language

merchantld

refcnceFlow

merchantSignType

merOrderNo

shouldDealtime

state

bussinesType

signMsg

16

30

50

128

38

1 represents UTF-8; 2 represents GBK; 3 represents
GB2312;
1HX3RUTF-8, 2{X3RGBK, 3f{%GB2312;

1 represents simplified Chinese; 2 represents
traditional Chinese; 3 represents English;
VRREARPSC 2R, 3R
MID which given by ALLDEBIT;

TETBCES T P O M — i

Reference numbers in system; &4k 5

Merchant’ s Encryption Certificate type:

1 means merchant use RSA certificate which
provided by platform by default;

2 means merchant use their own RSA certificate to
encrypt;

Remark: when fill 2, merchant need to provide the
RSA certificate to payment system.

R IEIES T, 10 R G EBIARBEHIRSAIE
P, 20 R TEMH E CHRSAIERINE .

T LHIEE 2B R 7 LS SO RGHRBRSAIE T
The merchant order number which submitted by
merchant when acquiring;

W B R BRI R P TS

The date when settlement should be made, e.g.:
20170410

MEESEHY, Flan: 20170410

Settlement type: 1 represents it is settled according
to appointed time;

SRR, 1ERIRRE RS R 2

Business Type: 1 represents CNY business, 2
represents cross-border business;

W as2RR, 1SR NRMLS, 2855055

Merchant sign, use RSA to abstract signature. The
content of signature is as below:

1. remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the



ciphertext after sign by the RSA private key which is

not generated by platform;

B4, RMRSAR T B T4 S 2. SN
T
LERZEFEMnl)G, HEBATHFHET -

2. W EFBE OMUEFBA) T s i
(EEIEZEETE

3. Y merchantSignType=1[1F ¥ T 8 3 & 4= ¥ 7 -
RSAFAAZ A IG15 2% 3L, YMmerchantSignType=21) &L
NMEF AR B A R P RSARARAAE 44 JE 1581 3 3o

410 #85EZ55E MR IR Response message description of appointed

settlement

FERA
Field Name

EEUIE

Not null

KE

Length

ik

Description

version

inputCharset

language

merchantld

merOrderNo

refcnceFlow

state

merchantSignType

shouldDealtime

[ A

16

50

30

39

Fixed value: v1.0
& ZE(Hv1.0

1 represents UTF-8; 2 represents GBK; 3 represents
GB2312;
1RZFRUTF-8. 2{{RGBK, 3f{%&GB2312;

1 represents simplified Chinese; 2 represents
traditional Chinese; 3 represents English;
VRS 2R B RS0 3R

MID which given by ALLDEBIT;

TETRZE T F (e — 2 5

The merchant order number which submitted by
merchant when acquiring;

WO R P _ERR AR AT R

Reference numbers in system; &R&ERKS

Settlement type: 1 represents it is settled according
to appointed time;

SRR, ERIRREN RIS E

Merchant’ s Encryption Certificate type:

1 means merchant use RSA certificate which
provided by platform by default;

2 means merchant use their own RSA certificate to
encrypt;

Remark: when fill 2, merchant need to provide the
RSA certificate to payment system.

FPMEIER TR, 10 FREHFEBIALHERIRSALE
F, 2 FREPFEMN H CHRSAIERINZ
LB 2 e R 7R S S R ARSALES

The date when settlement should be made, e.g.:



bussinesType

respCode

respMsg

signMsg

32

20170410
MWEEFTHE, #lin: 20170410

Business Type: 1 represents CNY business, 2
represents cross-border business;

W52, 1RIRARMLS, 2855

Response code, TO0O represents success, refer to
the 4.11 for other response code;

WA A% o TOOOKR R A, HoAx WL R 5515

Response message;
DIVAE)S

Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. use RSA public key of platform to verify

signature, True means verify successfully.

FIP 5%, SRARSAR A B TIRAS . SN AT :
LERZEHFEMnl)G, HEBATHFHET -

2. W e BtE (NS FBA) TR R P
(GEIEZERIE

3 AL GRSANHAFAS, TrueFoRIniERIL .

411 BIAHERRICIHIE Message description of mobile payment request

FER ERYIE KE faik
Field Name Not null Length Description

Fixed value: v1.0
version [ E(H

[ E(Ev1.0

1 represents UTF-8; 2 represents GBK; 3 represents
inputCharset 1 GB2312;

1XZRUTF-8, 2fXFRGBK, 31{%&GB2312;

1 represents simplified Chinese; 2 represents
language 1 traditional Chinese; 3 represents English;

AERMAMA S 2R BT 3RS
merchantld 16 MID which given by ALLDEBIT;
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Character String, only can use letters/numbers/-
/_. and shall start from letter or number; No
matter succeed or fail, All the order number sent by

merOrderNo Y 50 this merchant, shall be unique.

R ERRIR TS, JFE R BEREE, R,
=1 #Hu%ﬂi%ﬂ%ﬁ%
Fi)i'ﬁﬁ‘ivf A IR R, AR

Order time, Date format: yyyyMMddHHmMmss,
€.9.:20121116020101

merorderDatetime Y 14 R
1T A]
HA% = yyyyMMddHHmmss, f#471: 20121116020101
Order Currency, ISO code in 3 digits,
merorderCurrenc Y 3 ) o A
g IR, SISO
Order amount, maximum hold 2 digits after the
merorderAmount Y 12,2 decimal point
IS, &E R/ NUE2A
Pickup Url
Require the whole path in http:// format, without
pickupUrl Y 100 customized parameters such as ?id=123
P 1 A
Fahtep:/ /A RIS AZ, ARENRIA=123X K B E XS
%
Receiving address of transaction result in backend,
Require the whole path in http:// format, without
Al Y 100 customized parameters such as ?id=123
Lo ARG G HhE
ahttp:/ /KN SEBERR AR, ARENIPIA=1231X 2K H E U2
#
BRI m
payType Y 2 , :
There are no mobile payment products for the time
being
Payment agency ID, should fill in when use direct
payment;Refer to 4.12 direct payment and 5.1
. institution code;
issuerld Y 8

PURRACRD, B S AR S .

S Fe A 2B SIS ST AACRSHL

Remark, will return as original when transaction
ext1 N 128 returns;
FHEFR, 5B 2 FER

41



ext2

ext3

payerAcctNo

termld

productName

businessType

merchantSignType

128

128

32

256

42

Remark, will return as original when transaction
returns;

FVEEE, TEC IR AN 2 JFAEAR A

Remark, will return as original when transaction returns;
HHEER, 1558 iR EIN 2 FER R

Payer’ s information, spare, nullable;
TRNER, &M, %

Required when use APP payment, can be null when use other
payment, shows the type of terminal;

1.10S , 2.ANDROID , 3.WP(windows phone)
APP SCAPIAIE, JABSE 5 AR, R A2 .
1.10S , 2.ANDROID , 3.WP(windows phone)

fFltn: 10S%3us Fi%: 10S

Product name, can be combined withChinese characters,
letters or -

AmEMR, ALERE, F8, Tl Bk.

Business type. 1 represents CNY business, 2
represents cross-border business

WasM, 10 FoR NRMLE 28550k 55

Merchant encrypts certificate,

1: means to use the RSA certificate which provided
by platform by default;

2 : means Merchant uses their own RSA certificate
to encrypt;

Remark: when fill 2, means merchant need to
provide payment system the RSA certificate.
Merchant sign, use RSA to abstract signature. The
content of signature is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the
ciphertext after sign by the RSA private key which is

not generated by platform;

BRI IER I X, 10 FORMF G BOARHEIRSAIE
F 20 FRORE TR B CIIRSATER N .

TE: 1S 20 IR 7 220 S RS RS AIE



signMsg

128

W&, RARSAK T TE AT ZANAEA
T
LR B nllg, EFEATHFHIT

2. WHT EFRBINE (RIS FRS) T 7R R
BT

3. *HmerchantSignType=1HJF L~ I 5 4 A 1T P
RSAFAAZ A IG1521% 3L, YMmerchantSignType=21 &L
TE AR & A T P RSAFLAA S 42 S5 15 518530,

4.12 FBI3ATm NI IR Response Message description of mobile payment

FERE
Field Name

EEWIE KE
Not null Length

ik
Description

version

inputCharset

language

merchantld

merOrderNo

merorderDatetime

merorderCurrency

merorderAmount

payAmount

payCurrency

Y JEMH

Y 12,2

Y 12,2

43

Fixed value: v1.0
[ ZE(Ev1.0

1 represents UTF-8; 2 represents GBK; 3 represents
GB2312;
1RZFRUTF-8. 2{{RGBK, 3f{%&GB2312;

1 represents simplified Chinese; 2 represents

traditional Chinese; 3 represents English;

AERMAMA S 2R BT, 3RS

MID which given by ALLDEBIT;

THTBCEE T P O ME— G

Character String, only can use letters/numbers/-

/_. and shall start from letter or number; No

matter succeed or fail, All the order number sent by

this merchant, shall be unique.

P LR TS, R RRERECE, FiE, 7

Sk, I H DR EE Ik

BTSN G el kM, ARFEE

Order time, Date format: yyyyMMddHHmMmss,
€.9.:20121116020101

TT B[]

HIR: yyyyMMddHHmmss, #i401: 20121116020101

Order Currency, ISO code in 3 digits,

IHRMR, =AISOMRHY

Order amount, maximum hold 2 digits after the

decimal point

IS, &E R/ NUE2

Payment amount, maximum hold 2 digits after the

decimal point

w2 RE/INUE20L

Payment currency, ISO code in 3 digits



payExchangeRate

merSTOrderAmou
nt

merSTCurrency

exchangeRate

ext1

ext2

ext3

txnid

txndate

status

tradeFee

tradeFeeCurrency

respcode

respmsg

signMsg

12,5

12,2

12,5

128

128

128

20

14

32

44

MR, =ALISOMAS

The exchange rate when making payment,
maximum hold 7 digits after decimal point;

TRERIICER, RSRE/NURT

Settlement Amount, maximum hold 2 digits
after decimal point;

SHEeW, R RE/NUR2M
Settlement currency; 455 M fh

The exchange rate when settling, maximum

hold 7 digits after decimal point;
SZENNILE, H2RE/NURTA

Remark, will return as original when transaction
returns;

#E(EE, FEAC SR IAl 2 R A

Remark, will return as original when transaction
returns;

#IEEE, 7R3 AR IEIN 2 R A

Remark, will return as original when transaction
returns;

#E(EE, FEACSiRIAl 2 R A

Transaction serials numbers in AD system;
ALLDEBITH R4t /K5

AD system processing time: yyyyMMddHHmmss
ALLDEBITH] RZEALHER [AlyyyyMMddHHmmss

Order status: 1 .pending; 2. Failed; 3. Success.
TTEURZS VAR 2 ST 31 ST

MDR; % 5y F-4: 8%

MDR currency; 3¢ 5 F 222 hifh

Response code, TO0O represents success, refer to

4.11 for other response code;
MR fihe TO00ZEIR Ly, s I Ma R i3]

Response message; i {5 5.

Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending;



FE:

3. use RSA public key of platform to verify
signature, True means verify successfully.
S, RARSARAHITIRS, WERNRSU
:

1.XEZ=HBMG, BRFRETFHRF.

2. WHE P e B (AN FBL) BHMTFAT R b
(EEIEZEETE

3. (P ERSALHIRAS, TrueR/REvibdd .

413 FRIFERMICHHIR Message description of agent request

FERA EHRWIR KE Haik
Field Name Not null Length Description
Fixed value: v1.0
i Y EMH
version & 1 S—
MID which given by ALLDEBIT;
merchantld Y 16 X
TETRLE T P (A — 2 5
Agent amount, maximum hold 2 digits after the
agentAmt Y 12,2 decimal point
NRER, R NEUE2A
Agent time, Date format: yyyyMMddHHmmss,
agentDatetime y 14 e:g.:.?0121116020101
R
H % yyyyMMddHHmmss, f]{11: 20121116020101
AgentCurrency, ISO code in 3 digits,
currencyCode Y 3
Y TR, ZRISORH
accountNo Y 30 AT
accountName Y 30 TEPATIEA
accountType Y 1 T P 2 128 2% FA
bankName Y 50 TEPAT AT 4 TR
bankCode Y 30 RAT
outAgentNo Y 30 RIS, RIEME—
bankNo Y 30 TFRATHAT S
Remark, will return as original when transaction
ext1 N 128 returns;
FEER, FEACHR Al 2 AR ]
ext2 N 128 Remark, will return as original when transaction

45



agentNotifyUrl

merchantSignType

signMsg

Y

Y

256

256

returns;

BUEER, 5 IRIEIN &R E

S L2 B A st/ /. test.com/aa.do A ?
Param=123 4% 5

Merchant encrypts certificate,

1: means to use the RSA certificate which provided
by platform by default;

2 : means Merchant uses their own RSA certificate
to encrypt;

Remark: when fill 2, means merchant need to
provide payment system the RSA certificate.
Merchant sign, use RSA to abstract signature. The
content of signature is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the
ciphertext after sign by the RSA private key which is
not generated by platform;

FIP I IER )7, 10 FORMF G BOARBEIRSAIE
F 20 FRORE TR B CIIRSATER N .

TE: 1S 20 IR 5 220 S RS RS AL
FP &4, RARSARTT A BT LM, SH4NAT
T

LERZE B Mnl)G, HEBATHFHET -

2. B e BaE (NS BL) BT R b
(EEIEHEEN

3. YmerchantSignType=1[ 1 HL Nl P54 R
RSATAMIZE 1525 3C, HmerchantSignType=2[1J {1
N5 ALY R P RSARVE 2 44 SR 15218 S

4.14 T RIERFEDMENHCHIIA Response Message description of agent

FERA EEYE KE ik
Field Name Not null Length Description
Fixed value: v1.0
. -
version Y & E{E S—
merchantld v 16 MID which given by ALLDEBIT;
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agentAmt

agentDatetime

currencyCode

accountNo
accountName
accountType
bankName
bankCode
outAgentNo

bankNo

ext1

ext2

txnld

txnDate

respCode

respMsg

signMsg

< < =< =< =< <

12,2

14
3
30

30

1

50

30

30

30

128

128
20
14
4
32

47

Agent amount, maximum hold 2 digits after the
decimal point

NERER, RERE/NUG20

Agent time, Date format: yyyyMMddHHmMmss,
€.g.20121116020101

TR

H %= yyyyMMddHHmmss, f#471: 20121116020101

Agent Currency, ISO code in 3 digits,
MR, ZAIISORS

RITRS

T PATIE4

WP 21 X2 2% AL

T PATSCAT 4K

PRATHAY

TNRINT TS, GREME—
TFRATEA TS

Remark, will return as original when transaction
returns;

FHEFR, EXHIREIN 2 FHHR

Remark, will return as original when transaction
returns;

FHEEE, AR R

Transaction serials numbers in AD system;
ALLDEBITH REEHi /K5

AD system processing time: yyyyMMddHHmmss
ALLDEBIT & 4640 FELT ) yyyyMMddHHmmss

Response code, 10000 represents success, refer to
4.11 for other response code;
MWAAS. 10000F%Akl, ERWMRESIZE

Response message; MRS5S

Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending;
3. use RSA public key of platform to verify

signature, True means verify successfully.
FIFIEAE, SRHIRSARYTT TR AS . BN AI



4.15 TRIERFPIRE T BHR

LA R fInlg, & 7BATHFHER -

2B R TBINE (FMEE 7B BT AF Rk
FEI TR

3. P ARSARHEES, Truek/ R iEEL

FERA A KE faid
Field Name Not null Length Description
Fixed value: v1.0
i Y SEMH
version RE B 1.0
MID which given by ALLDEBIT;
merchantld Y 16 X
TFRCES T B — G5
Character String, only can use letters/numbers/-
/_, and shall start from letter or number; No
matter succeed or fail, All the order number sent by
outAgentNo Y 50 this merchant, shall be unique.
FP BRSNS, HFHARERECE, ¥
B, 7 AU, JF AT RS IRk
RPN RIS AN B IR ER N, ARFEL
accountNo Y 30 BATRS
accountName Y 3 SINaPN (X
accountType Y 1 ISRESINEPIFAFISE N
Agent amount, maximum hold 2 digits after the
amt Y 12,2 decimal point
ThEM, w2 RE/NUR2M
bankName Y 50 BATZAT R
bankNo Y 30 FATEATS
bankCode Y 30 FATIIGAAAR AT cmb
Transaction serials numbers in AD system;
txnld Y 20
X ALLDEBITH 54657k 5
txnDate y 14 AD system, proc‘essmg ’Elme: yyyyMMddHHmMmss
ALLDEBITH] RZEALHER [AlyyyyMMddHHmmss
status Y 1 SEIR TR, HEFRRRIM
Response code, TOOO represents success, refer to
respCode Y 4
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4.11 for other response code;



respMsg

signMsg

32

Wi A o TOOOF7R Ak, HoAx WL v Al 41 5
Response message; IR{SE

Merchant use RSA to verify signature, the content
is as below:

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending;
3. use RSA public key of platform to verify

signature, True means verify successfully.

FIP 5%, SRARSAR A B TIRAS . SN AT :
LERZEFEMnl)G, HEBATHFHET -

2. W EFBE OMUEFBA) T s i
(EEIEZEETE

3PP ERSANHIINAS, TruefRnSuilEiEid .

4.16 JCEREWIERM AR Message description of exrate querying request

FERA ERYIE KE faid
Filed Name Not null Length Description
. Fixed Value Fixed Value: v1.0
version Y .
BEEH [l {Av1. 0
merchantld v 16 MID which given by ALLDEBIT
TFIBEe v P R — 4
beforeCurrencyCod v 3 Old Currency, ISO code in 3 digits,
e JE T, =AIS0HKH
Y Target Currency, ISO code in 3 digits
afterCurrencyCode 3 ' !
y BT, =f1S0fER
Merchant encrypts certificate,
1: means to use the RSA certificate which provided
by platform by default;
2 : means Merchant use their own RSA certificate to
merchantSignType Y 1 encrypt;
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Remark: when fill 2, means merchant need to
provide payment system the RSA certificate.
Merchant sign, use RSA to abstract signature. The
content of signature is as below:



signMsg

128

1. Remove blanks and null, sort by field name in
ascending;

2. collect the value of the field after sort (not
include field name), and connect the character
strings to get the character string after ascending
(remove null and blanks);

3. when merchantSignType=1, use the ciphertext
after sign by the RSA private key which generated
by platform; when merchantSignType=2, use the
ciphertext after sign by the RSA private key which is

not generated by platform;

BRI, 10 FORMAF G BARHEIRSAIE
F 20 FRORE TR B CIIRSATER N .

i 1 AES2HIHRE P RRAS T RAIRMRSAUES

W24, RARSAI T T2 2T . 21N
T

LA B Inull)5, FFEBATHFHET

2 BHHEF R FBIE (RETFEE) M7 B
BT

3. YMmerchantSignType=1[1¥ 1 it~ - 5 248 B 7
RSAFAAZ A IG1521% 3L, YMmerchantSignType=21) &L
T AR5 AR B T T RSATASHAS 44 J5 155 2 3

4.17 JCERE WM CH#IA Response message description of Exrate query

FER A KE g
Response code, TO0O represents success, refer to
code Y 4 the 4.11 for other response code;
M SRS, TOOOZK /R kT, 4% Wl NiAS 51 2% [ 2 Ev1.0
Response message;
Y 1
msd i %
rateList Y 5000 RENCERFR
Merchant use RSA to verify signature, the content
is as below:
1. Remove blanks and null, sort by field name in
ascending;
2. collect the value of the field after sort (not
include field name), and connect the character
signMsg Y 128 strings to get the character string after ascending
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(remove null and blanks);
3. use RSA public key of platform to verify

signature, True means verify successfully.

PR, RHIRSAR 7 s AT IR RS . WA BT
Lo BB Ml G, #%7BATHRRT

2. WHEF EFBRIME CRMLEFERE) TSP
(CEIRZ TP



3. P ERSANEHEZE, TrueR niiFi@E .

4.18 MmN AL /74 2 %R Response message list

Respcode Response message
TO0O BTh Successful
TOO1 RGtHIR System error
T002 TR Request timeout
TO03 AT ES Merchant order NO. repeated
PGWO000 F%Ih Successful
PGWOO1 e Failed
PGWO003 T RIS Request timeout
GWO000T1 SRRSO 2 Request message is blank
GW0002 WA SAIEHS Incorrect version No.
GWO0003 FRIEARIER Incorrect character string
GWO0004 HE AN IET Incorrect Language
GWO0005 S AR Incorrect MID
GWO0006 T B AN IR Incorrect Merchant KEY
GWO0007 WS AEE Invalid order No.
GWO0008 TT BRI A AN IR Incorrect order time
GWO0009 AR ENTE L TR Incorrect order currency
GWO0010 ARFFFA VT R RR Order currency is not supported
GWO0011 BRI Abnormal data query
GWO0012 W AR B HEAS IR A Incorrect pickup Url of browser
GWO0013 R 55 2832 Bl HHEAS 1E A Incorrect pickup Url of server
GWO0014 AIEMHURL Unregistered Url
GWO0015 URLHHEAS [E T Incorrect Url
GWO0016 U IE Incorrect Remark 1
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GWO0017
GWO0018
GWO0019
GW0020
GWO0021
GW0022
GWO0023
GW0024
GWO0025
GWO0026
GWO0027
GW0028
GW0029
GWO0030
GWO0031
GWO0032
GWO0033
GWO0034
GWO0035
GWO0036
GWO0037
GWO0038
GWO0039
GW0040
GWO0041
GW0042
GWO0043

GWO0044

RE Y NIR
FTE3ANIE M
RN AT AN I
AR A A IE A
AN FIEAS IE A

7 IDANGTE

FE R ATRANEE
7B AN G

77 AN RSN IE Ay
NIWES R4

IR ANEA] Y5 Sy iliE
AL
JEIT S AN AE

WUR ST BT B A REIR K
A FIBFOT AU
IR RN RER T IR TR A
IS A IE )

BRI IER
IR TR AN IE Ay

P T RSATEAS AR TEAE

TP RSATE P45 44 At
B R

) T g A i

IR 55 25 b HE AN A1
BT A G

A RRHE TN
FATHIIRFS AR B E

B ETE
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Incorrect Remark 2

Incorrect Remark 3

Incorrect length of payer’s name
Incorrect payer’s email

Incorrect payer’'s phone number
Invalid product ID

Invalid product name

Invalid product quantity

Invalid product price

MDR unset

Can not query available transaction channels

Signature error

Original order number doesn’t exist

Only successful payment order can do refund

Amount for order refund is not enough.

Refund amount can’t be greater than current balance

of account

Incorrect order No.

Incorrect Amount

Incorrect refund time

Merchant’'s RSA certificate doesn’t exist.

Merchant’'s RSA certificate doesn’t pass.

A
Invalid browser url
Invalid server url

Invalid refund character string

Invalid bank issuer ID

Can't find the payment channel



GWO0045
GWO0046
GWO0050
GWO0051
GWO0052
GWO0053
GWO0054
GWO0057
GWO0058
GW0060
GWO0061
GW0062
GWO0063
GWO0064
GWO0065
GWO0066
ITSO001
ITS0002
ITSO003
ITS0004
ITSO005
ITSO006
ITS0007
ITSO008
ITSO009
ITS0010
ITS0011
ITS0012

B S A Gk
S G ATAE

T PR E AN IE T
IR, ARVFHRR
Paytype N&ik

AR AR
BOHEREIFF AT
RS L LTS
ARIEERTARER BT
BB RER T LB TS B4
RIS
ERURS R
SEUIGHIE ) csan
[EhaY SaF/N
[EPRE{IE:> N W

T FHE P AR B

AT AGTE
TREAGTE

= MNE RS

AN TG
AN S T R ARTEM
PTG AGE
TR R EIE
MG
ITHREHAEE
TSR SR Gk
TR I AN 515
R 55 R MR AN 63
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Invalid refund MID
Original transaction doesn’t exist

Incorrect merchant setting

Order payment is not successful, not allow to do

refund

Invalid Paytype

Amount runs over limits.

No records were found in compliance
Order amount did not afford MDR

Agent cannot initiate payment

Refund amount shall not be greaterthan
The parameters submitted is incomplete.
Abnormal settlement status

Abnormal date(time) format

Merchant account is not set

Merchant certificate is not set.
Invalid version No.

Invalid character set.

Invalid language

Invalid institution code

This MID can’t be found under this institution code

Invalid merchant order number
Invalid order time

Invalid currency

Invalid order amount

Settlement amount of order is invalid.
Invalid pickup url of browser

Invalid pickup url of server



ITS0013
ITS0014
ITS0015
ITS0016
ITS0017
ITS0018
ITS0019
ITS0020
ITS0021
ITS0022
ITS0023
ITS0024
ITS0025
ITS0027
ITS0028
ITS0029
ITS0030
ITS0031
ITS0032

ITS0033

ITS0034
ITS0035
ITS0036
ITS0037
ITSO038
ITS0039
ITS0040
ITS0041

LA ARG
HUR R 2 i
SR G
SRk
BHIROE
eI T NS
(SRR 23
MR Gk
RRIDAR 43k
RSB O ik
RIS &35
AR 2 ik
BRI ARG
55 4R IE B
CIRTEIC PNt
fRAF R

JE A
ITHFUK SR AE
SRR LT

X BIEZ NG pIET G e DU AR e
HEE

RS EAFAE

T OO ANRE N 2
[EIRES EFN Vs
BOA ILRCEI3E Sy idiE

RN

H

HRALSH A
BOAEWEITF G AR EDE
Bn i
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Invalid Payment method
Invalid agent ID

Invalid Remark 1

Invalid Remark 2

Invalid Remark 3

Invalid payer's name

Invalid payer’s email address
Invalid payer's phone number
Invalid product ID

Invalid product name

Invalid product quantity
Invalid product price

Invalid product currency
Invalid signature

Invalid

Invalid withdrawal request
Refund failed

Order number doesn’t exist.
Incorrect refund type

Refund amount must be equal to order amount when
doing full refund.

MID

Merchant’'s Chinese name can’t be null.
Merchant’s English name can’t be null.
Payment channel doesn’'t match.
Abnormal settlement status

Incomplete request message parameter
No records were found in compliance

Abnormal data querying



ITS0042 P IS A AN IE T Incorrect merchant English name
ITS0043 AR INAGIT A REE R Only successful payment order can do refund

ITS0044 ] HIE S HIAS B Amount to be refund is not enough.

4.19 E#EZf} Direct Payment

If merchants don’twant to display ALLDEBIT’s payment page when consumers doing payment, can use
direct payment. Fill payType(not 0) and isserld in the interface to use direct payment.

UARAESIAT LA A HEL ALLDEBIT B SCHSER & LT, R LUK BSOS AT 3 A I ]
B IHE payType(AN A 0)fl issuerld BN B &S

1. Overseas Wechat is scanned directly, fixed payType = 64 or 107 issuerld = wechat, interface
returns JSON string synchronously, such as

{"respCode":"T000","respMsg":" & Bbj|
" "code_url":"weixin://wxpay/bizpayurl?pr=udualGe","sign":"dpYZPOzdeThSClcrvwm4EevBU
7X1xU5ee3rAYSFv5hgAPjQxkTaEObhkBPiuOLMi0Giq8yCD+5fZ\nQHutkr8c93FUo7cecS+T+Ejtq

UjUnnahmw7ZKBmWA+RxYPg2jNsWT+s1zItBADe7/pjSW2h8VYuUE\nT+FrGB0I24lY3Ga/rmo="}

WIS EIE, [EEHES payType=64 B\ 107 issuerld=wechat,#% 1 [A] 22 [8] json F-£F
S un : {"respCode":"T000","respMsg":" D% )
" "code_url":"weixin://wxpay/bizpayurl?pr=udualGe","sign":"dpYZPOzdeTbhSClcrvwm4EevBU
7X1xU5ee3rAYSFv5hgAPjQxkTaEObhkBPiuOLMiOGigq8yCD+5fZ\nQHutkr8c93FUo7cecS+T+Ejtq

UjUnnahmw7ZKBmWA+RxYPg2jNsWT+s1zItBADe7/pjSW2h8VYUE\nT+FrGB0I24lY3Ga/rmo="}

2. Overseas Wechat is scanned directly, fixed payType = 71 issuerld = alipay, interface returns JSON
string synchronously, such as

{"respCode":"T000","respMsg":" D% i5)
","code_url":"https://qgr.alipay.com/bax09734mfeogypsgn6e0058","sign":"aBuEgBgrcxxcW2/d

UysYEf3yxN6GgbAXECi295+HWTTXjXho79DO0fsFIUErkNASWbOUZm3jAI400\nCAVcUV27F9iMSN
XMi8RkYtsy3AOvGqpZfC+FAi/C7tPqSecBsHOJN70xGbriaNSfu7vNuZ2CxIpO\nF7quvVW20JYnArM

ckc00="}
AN AT RN EE, EEHEE payType=71 % AR [A] json F 45 Ul
{"respCode":"T000","respMsg":" 5% I

", "code_url":"https://qgr.alipay.com/bax09734mfeogypsgn6e0058","sign":"aBuEgBgrcxxcW2/d
UysYEf3yxN6GgbAXECi295+HWTTXjXho79DO0fsFIUErkNASWbOUZm3jAl400\nCAVcUV27F9iMSN
XMi8RkYtsy3AOvGqpZfC+FAi/C7tPqSecBsHOJN70xGbriaNSfu7vNuZ2CxlpO\nF7quVW20JYnArM
ckc00="}

3. Wechat MiniProgram directly, fixed extl=openid, payType = 80, issuerld = wechat, interface
returns JSON string synchronously, such as

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715"," nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5","paySign":"101D244A301126424BEC37742212D069","sign":"QCNS5IINjZqUSxUNa/eXPDaQm
e9WUFbXLIEZ75PbMR+PvMviYrVmJ93MC7MiMgF0oXd5A4bzOt1fwl\r\nAJYo6bBRdUIi8Ypl12w

W6UJoWi3bckCCrp+5djqo8gFf4lrOwMyfvawiod+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfB4T+

9lg="}
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FFER R

FFEIT:

The merchant receives the return parameter and initiates the Wechat Payment, Please refer
to: “https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_sl_api.php?chapter=7_7&index=5"

WS /NMEF EIE, extl=openid,payType = 80, issuerld = wechat, % 1 [F]25 & [7] json F

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715"," nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5","paySign":"101D244A301126424BEC37742212D069","sign":"QCNS5IINjZqUSxUNa/eXPDaQm
e9WUTbXLIEZ5PbMR+PVMViYrVmJ93MC7MiMgF0oXd5A4bzOt1fwl\r\nAlYo6bBRdUIi8Ypl12w

W6UJoWi3bckCCrp+5djgo8gFf4lrOwMyfv4wi9d+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfBAT+

olg="}

OB R B2 E AT M fE KRR XA E KR, E S
2% :https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_s|_api.php?chapter=7_7&index=5

WeChat official account directly, fixed extl=openid, payType = 86, issuerld = wechat, interface
returns JSON string synchronously, such as

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715"," nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5","paySign":"101D244A301126424BEC37742212D069","sign":"QCN5IJNjZqUSxUNa/eXPDaQm
e9WUTbXLIE75PbMR+PvMViYrVmJ93MC7MiMqFOoXd5A4bzOt1fwI\r\nAJYo6bBRdUIi8Ypl12w

W6UJoWi3bckCCrp+5djqo8gFf4lrOwMyfvawiod+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfB4 T+

9lg="}

The merchant receives the return parameter and initiates the Wechat Payment, Please refer
to: “https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_sl_api.php?chapter=7_7&index=5"

WIS ARG Hi%E, extl=openid,payType = 86, issuerld = wechat, 2 1 [7]25 iR [7] json F

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715","nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5", "paySign":"101D244A301126424BEC37742212D069","sign":"QCNS5IINjZqUSxUNa/eXPDaQm
e9WUTbXLIEZ5PbMR+PvMviYrVmJ93MC7MiMgF0oXd5A4bzOt1fwl\r\nAlYo6bBRdUIi8Ypl12w
W6UJoWi3bckCCrp+5djqo8gFf4lrOwMyfvawiod+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfB4 T+
9lg="}

[N G S (=1 QR = ST I > S 1R G =R~ - D T NS =
25 :https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_s|_api.php?chapter=7_7&index=5

Wechat app directly, fixed extl=openid, payType = 81, issuerld = wechat, interface returns JSON
string synchronously, such as

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715","nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5" "paySign":"101D244A301126424BEC37742212D069","sign":"QCN5IINjZqUSxUNa/eXPDaQm
e9WUFbXLIEZ75PbMR+PvMviYrVmJ93MC7MiMgF0oXd5A4bzOt1fwl\r\nAlYo6bBRdUIi8Ypl12w

W6UJoWi3bckCCrp+5djqo8gFf4lrOwMyfvawiod+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfB4T+

9lg="}

The merchant receives the return parameter and initiates the Wechat Payment, Please refer
to: “https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_sl_api.php?chapter=7_7&index=5"
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WS app XfTHIE, extl=openid,payType = 81, issuerld = wechat, % 11 [F] 25 ik [A] json F

FFER R

{"respCode":"T000","respMsg":"success","timeStamp":"1555580715","nonceStr":"MXhI6EmRq
1ZavLun","package":"prepay_id=wx181745150189642e0caf83670862708042","signType":"MD
5","paySign":"101D244A301126424BEC37742212D069","sign":"QCNS5IINjZqUSxUNa/eXPDaQm
e9WUTbXLIE75PbMR+PvMviYrVmJ93MC7MiMqFOoXd5A4bzOt1fwi\r\nAJYo6bBRdUIi8Ypl12w

W6UJoWi3bckCCrp+5djgo8gFf4lrOwMyfv4wi9d+87MLgfZeCdC/ay+pD\r\n3NF59BoNBbMfBAT+

olg="}

O OB R R B OZ K E W MR ffE R R XA E Kk, E S
2% :https://pay.weixin.qq.com/wiki/doc/api/wxa/wxa_s|_api.php?chapter=7_7&index=5

6. enets {915 BLIE, [l S payType=69 issuerld = enets, 4% I [F]25 & [A] 745 A

{"respCode":"T000","respMsg":"success","txnReq":{"ss":"1","msg":{"netsMid":"UMID_867356001"
Stid™:"","submissionMode":"B","txnAmount":"1000","merchantTxnRef":"CB020190314210228","
merchantTxnDtm":"20190314
16:36:01.827","paymentType":"SALE","currencyCode":"SGD","paymentMode":"QR","merchantTim
eZone":"+8:00","b2sTxnEndURL":"http://119.23.136.80/1TSBoss/enetsPayNotifyAction/qrpageNoti
fy.do","b2sTxnEndURLParam":"","s2sTxnEndURL":"http://119.23.136.80/ITSBoss/enetsPayNotifyAc
tion/qrbackNotify.do","s2sTxnEndURLParam":"","clientType":"W","supMsg":"","netsMidIndicator":
"U","ipAddress":"127.0.0.1","language":"en"}},"keyld":"524b1a17-3dfd-431b-b4cf-
€20d86e07366","hmac":"DUaRXcSWRUHMRXZdegy7zsZ8E3gBA6Nn761eKHT1koDA="}

A.5I N enets JilT i (9 js ST

<script src="https://www2.enets.sqg/GW2/js/jquery-3.1.1.min.js"
type="text/javascript"></script>

<script src="https://www2.enets.sg/GW2/pluginpages/env.jsp"></script>

right:

<script src="https://www2.enets.sg/GW2/js/apps.js"
type="text/javascript"></script>

B. VA FH 1tk R 4K
sendPaylLoad(txnReq, hmac, keyld);

C. It div T enets 14

<div style="width:200px; margin:0 auto; text-align:center;">

<div id="anotherSection" style="height: 500px;width: 80%;padding-top:60px;padding-
200px;">"

<fieldset>
<div id="ajaxResponse"></div>';
</fieldset>

</div>
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7. Enets POS 1915 BLI%, [ 5 HH 'S payType=90 issuerld = enets, % [ [7] 5 1 [A] 745 A

{"respCode":"10000","respMsg":"SUCCESS","code_url":"iVBORWOKGgoAAAANSUhEUgAAAPoAAAD
6CAYAAACI7Fo9AAAMeEIEQVR42u3dbXaiMBQAUPbjTOfiFIxHt+EWuhb+dj20tk6LELRRkjzsfefO4P;jBI
OYmB8EhCdxRCvHXx0doEQoAshQBdCgC6EAFOIAboQANQhBOhCCNCFAFOIAboQANQhBOhCCNCFEKAL
IUAXQOAUBOhCCNB/sbKug/p37/+vvjMX3v7Sny+9f2tv77PfL3r5Bh100EEHHXTQQQcddNBBf2ZHIla0
90drw4he0T27/aX3R+mKd231G3TQQQcddNBBBx100EEHvVeYPuXTBi5Z8K709pSvOpZOHS3/faMIFOE
EHHXTQQQcddNBBBx30V4Zeu2KonSxqvhIKI5dgNwSIXwcddNBBBx100EEHHXTQQZeMi9MBIVoyrv
agiuiDTtbekIEOOuiggw466KCDDjrooNdM5pRO7rSG2Xr/rD052Xr/RPvOQAcddNBBBx100EEHHXTQSY
aD1t5hwuuv/brJIUH30uigg+510EEH3eugR4a+9mRU6eTS0snFVO/GIWS5Y/IKADjroolMOOuiggw466K
C3hvbqycToN7EsDbF2B5jWyUDQQQcddNBBBx100EEHHfSSUKIIkOr/cKO7WESfeKJ2+WpdUdZMDolO
Ouiggw466KCDDjrooD/7Rdc2cUSOmwxGq/haV55tGxbQQQcddNBBBx100EEHHfTIybhoHWKelLZilo/X
EHLXLw9K/R/RBRKCDDjroolMOOuiggw466MdAOXpQyNLbU7riKV2wot0ksXTDUrs8/NnJIUEHHXTQQ
QcddNBBBx30Jsm40sml1gWjdDKn9cQKpQt+7f3zaslhOEEHHXTQQQcddNBBBx30khve+odY++SEaOu
OLI3R1K41Sm8/6KCDDjroolMOOQuiggw56Tehrv7F964Kzths2IK70oneY+jM3cAAddNBBBx100EEHHXT
QQOCPDjHaBPytK5rWybzSsEpXBNGSyaCDDjroolMOOuiggw466C2TD2sbNLLO+ql36li2fdHeXzNABx1
OOEEHHXTQQQcdIL8HVXWyYZGOTBdROrtXu8LNOsipawxFt+OEHHXTQQQcddNBBBx100Fsm66LddLD1
9tYumK1/z9rQok18AjroolIMOOuiggw466KCDvmSygPYPWfuHiDZoJdrkl6OH6awt2Qg66KCDDjroolM
OOuiggx4p+Va7YK5900poFXWO0ZG3p/6918g30ii2GiFWeQAcddNBBBx100EEVtuNrl+/Afi3opf+/1jkb0
EEHHXTQQQcddNBBBx30yMmsKvDfDge//WV5+dvtH9/owfr609/+vT/u3/rj4bl8//swWg5fv/W+friN4
21ey79P320p8rbmZBroNaGfQPfn5emv77aX5¢c/j30g3++91HC/r2Hf7Y7c5LPK3Pf0db2zveTn8PtPH28
v75x6n1lim/cfzvwroQQe9FvTtpSBulzi33wXz83FObLaT9e1PBbrb9V9YJ8sz4H60NnH/ff+ipbV7b4/+VxG
crDzrodaB3g0l4gpRzGL/ZD1rzQYt+BfaQgH1Iw)6+b7s7TLZ1+ribVIZXj7sBVNTjmuu/fO79AHpLEKWTdc
2Tb7t9s0WcFOwb55XjFv26Beu+WvSbh+T9Lw/d+8Gh+/BQOVE5zX6n10vdL55/5vPp9UyeO7a/Ceea
krugZ/wQ/Sf00eCj57103X8K/OEE/Zxc2771M8vDndd/lp/bez4KuSzHf1fPT/B1P0coM+tJf36Kdm4b+n
v/Hp6ijj44CzufrolNeoUVPtOxXj3+ZjLuqIN4PTQpCv/vZIu/tefvtgz3ySOfvl1wEhXpad2ggl4Mej8uzCeY
U7CX1mezzTpOXxRHbkwSjV1eviFxOjDOKkj+/bd1VLgTOINBr75ji46evMHRXLXA/dwh/04X+uby2/b4M1
gx64jSif6BFv90/532Xt/308P13625d/iJ10AE9G/rM4enH8acQDI7vb7Vsm0OSyKUCL/g0qq0VPXR7rvk4)
3hdo2c8V5m7QoWYF5Q/0FUOfn)cPC925d9uoZRImie+30tInMu582ex8aWz762X6tTzoiaORXUal/n
aYJvKu9lWXeH1uefncef88UVGADvrTLfowKTR/bfw6ecXf/8tr25/La7vmecXmH70onz4Ld97g8wPSqg4edk
utZy7/n450gCIPfTWA/uLT6ifuoyUOgefK8CjSUHEHD3VYWbU+23y+LIcdpzZ9Y9BT1Viu8x1nPvXz+Uq
kplkph1sbl++7K60jtY28cSfHb22RuiTFmfufDF50DrqTLOZtnxfLfoA9ezjUas/7iWXCX14eel7ex8ZrHPO
R8z0fEt3gpnrIHPjc5st6KBXbtHNoA9at8m56t0WZIBLY8dug/zD0+MyjuDT1ylmC63M893NygMDnTQ
SOJPHE7eygB/VwzTw9lveIinunafPHD60ON8NP+/fT8UM8FPX03vPw06vnZ97zfnn+lz/rPsG0a3QFYFhzZb
Pbpa/S7A+hrgd46GfLYofs2qydbv5k5Vx1181282nNm9ll+91nQzx2HMnsG5p1WjFr1B04rwWk90OWruh
Av1p6lkw7w4auZHFrxWI3md9IxqF70h+x0HdJIPnu9joEHfTnztG7/C6rH8fppba5a8fNesYOmXXfpDrLL
NUz7pA4rdCig150fX10Mi55aDtoLScTV/xvOfdtoKd6/eVgmhmr/7l/nunzfr5KkZo8A/R20J+FHe3G9/cS
VtmjzSaYpr3olsy6b3eHB6AOLXxImYPqYv4Y+7gee83w/N5nFL3rLRSt/LQe5gl49em2ENPdQe/YacTeCn
po9JmN5efz7ZNx0yGz2offdcfr5PeTSk090qgyx/oK+ORX80S54+Vx/MMDOel27YIWY4Z9zc8//njMtqOR
MdWXaPfLdutINMslvw+AjpTg+6nHOOOugPQI80S/7Rz07ae0j2CeS/a72fadGPoyGz/YPnwf9b9uvD8
W3GVFW3+snnVT6gV4JeOllW+oeez/40em89mmj6Ts5dr+9X88V1ic/PHIYPX8kaw9e+H6XNnzsOmOz
WD8+N3eb930ovYIRb3e2p2WyqgOTFAnor6IWjP4qaV31AB90tmUAHHXQBOUIL7djWyTfwXxt67ZuCtm
z4QAcddNBBBx100EEXoP896MUnfij8uuTcumHXhl69wxboolMOOuiggw466GvJAdTOeSWNrfb3Ab1S
Mg427NIFozacaMmmaBVZ6+RY6YkqQAcddNBBBx100EEHHXTQS2ZBaw8qilaMiZYcLF2RrwW17a5d/0
EEHHXTQQQcddNBBBx30SMm4pTtoRCu4tZONr5aMjlbsrL3/QQcddNBBBx100EEHHXTQWybDaneYa
DOxxqt10Gg9gKN2Rb2m0Y6ggw466KCDDjroolMOOuitk2W1kyHROtS8OpRoyb/WDQ/0oIMOOuigg
w466KCDDvozBaV2wYs28UDp5FmOirN2xbf2igZ00EEHHXTQQQcddNBBB730RfvGEZNEh772Dhxrvylh
tP110uiggw466KCDDjroolMeCXrrglo62Rht+0snB6NVbGub/BJOOEEHHXTQQQcddNBBBzOSnLVNNIh6e
1rfdHLtkzNGTz6DDjroolMOOuiggw466KC3jFfusBAxmdS641264qz9/tY3BAEddNBBBx100EEHHXTQQ
Y8EtXVyJvr21r7BROnyOrriiTZxBeiggw466KCDDjroolMOes0fsnZyp3XF1roilV3Q194hgHWHK9BBBx10
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OEEHHXTQQQcd9JoVQbTkS+1kTulkUesbJpSGHW1//tIBLaCDDjroolMOOuiggw76KqC3rjhab0+0iRtK
F8zWya7a3692chpO0EEHHXTQQQcddNBBB71IMiNaRRBIOENtgli7AOntDkitvy/0oIMOOuiggw466KC

DDnpkSKONV6xd8Gsny0o3BKOrgugVDeiggw466KCDDjroolMOeskdGX3QQ7Qb27d0dkYbFNL6/19Ts
hhOOEEHHXTQQQcddNBBB7019GiTHOZPnr3aRBRrbyhABx100EEHHXTQQQcddNBfORm3dDItenlvWj
Krdjlg2kQZLSdGAR100EEHHXTQQQcddNBBX3xjg090GH3QSvTIVIvIrZOxNf2ADjroolMOOuiggw466
KBHS+7UTo6VLhivnoyLfIPGOusDHXTQQQcddNBBBx100EEXQrxegCAEGEIIOIUQoAshQBACgC6EAFOIA
boQANQhQBdCgC6EAFOIAboQANQhBOhCCNCFEKALAboQ4IXjH44FL8KsaRATAAAAAEIFTkSuQmCC",
"pay_type":"90","signMsg":"592C438E8996CC46BEOF97BC273B43A3"}

SREEE 1 [F] 223R [ ] code_url

String code_url=jsonObject.getString("code_url") ;
K code_url AL B TTTH, I T 3R

var url ='<%=code_url%>"';

SR YRR

<img id="enetsurl" src=""/>

$ ("#enetsurl") .attr("src", "data:image/png;base64,"+ url);

8.

9.

Overseas NextPos is scanned directly, fixed payType = 82 issuerld = NextPos, interface returns
JSON string synchronously, such as

{"respCode":"T000","respMsg":"success","code_url":"00020101021230610016A0000006770101
12011501055510923800102121906010473850302DY530376454040.945802TH6211070787587

666304519E","sign":"i/eM6INrLIMbdOkyYVWYDTPKTr35qZg9d2SXnJwDK+L6tQsuKDs866KEoNah
tgtD6N/6QVREIEFF\N5UcUOIVIYqcolShAbqljZCills4GrYiVKreDj25giLGK7kPJd+LebJLEP02pJrEVAX0
6HUDOAFAM\n7e45yUDj+gaRGNft7BQ="}

HFAh NextPos FAB HiZE, [HEES payType=82 issuerld=NextPos, #2[1[E R [A] json F
5 H
{"respCode":"T000","respMsg":"success","code_url":"00020101021230610016A0000006770101
12011501055510923800102121906010473850302DY530376454040.945802TH6211070787587
666304519E","sign":"i/eM6INrLIMbdOkyYVWYDTPKTr359Zg9d2SXnJwDK+L6tQsuKDs866KEoNah
tgtD6N/6QVRt1EFF\n5UcUOIVIYqcolShAbqljZCiJIs4GrYiVKreDj25giLGK7kPJd+LebJLEP02pJrEVAXO
6HUDOAFAM\n7e45yUDj+gaRGNft7BQ="}

YA R/ EiE payType = 135 issuerld = alipay, % 1 [E25iR [A] url, 7E/NEF B 3 i
url A M S S A 5 R LR S AT

Alipay mini program directly,fixed payType = 135 issuerld = alipay, interface returns

JSON string synchronously

10. A5 H B payType = 136 issuerld = alipay, % R ] url, HRYE url ATMGE AT 5

BAIP SN
Alipay H5 directly,fixed payType = 136 issuerld = alipay, interface returns JSON string

synchronously

11. Alipay+ H5 E.#%, payType =206 issuerld = Alipay+H5,$% [ [F 25 IR [9] url, AR¥E url A7

TR EERSAS
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Alipay+ H5 directly,fixed payType = 206 issuerld = Alipay+H5, interface returns JSON
string synchronously

5. fff= Attachment

5.1 X ATHLF4CHS Institution code

64- EC-WP-MPM-USD

BERAT R 80-EC-WP-MNP-SGD

Payment 86-EC-WP-PAC-SGD
107-EC-WP-MPM-SGD

MUK 42 F AH5

Name Code

AE Y

Wechat QR code payment wechat

N 50-EC-AP-WEB-SGD

f“ﬁaiﬁtﬁ S 136-EC-AP-H5-SGD

aymen 206-EC_A+ H5 SGD

GIR AR ]

Name Code

XATEHY

ALIPAY QR code alipay

payment
171-EC-A+TNG-MPM-SGD
172-EC-A+DN-WEB-SGD

BRI R 173-EC-A+GC-MPM-SGD

Payment 174-EC-A+HK-MPM-SGD
175-EC-A+TM-MPM-SGD
176-EC-A+KKP-MPM-SGD

e I

Name Code

bR S A % .

ALIPAY+ alipay
Online banking:
63-EC-ENETS-MPM-SGD
73-EC-SINO-WEB-SGD
74-EC-MGP-WEB-THB
75-EC-MGP-MPM-THB

BT H R 78-EC-SINO-WEB-CNY

Payment 79-EC-SINO-WEB-USD
129-EC-UM-CC-WEB-MYR
130-EC-UM-DD-WEB-MYR
139-EC-PNOW-MPM-SGD
152-EC-GPAY-WEB-SGD
159-EC-GPAY-WEB-SGD
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161-EC-GPAY-WEB-SGD

VIRCER S R
Name Code
RILARAT HKBEA
Bank Negara Indonesia | BNI

Kl =2 AR AT CMBANK
B IMERERAT FIB
ATV ARAT MHC
M [ RARAT MNC
FMRAT EHREEMEE

ES BAC
PERRRUE S FBARAT MGTCNY
AL RAT CNYC
MARATFEIEAH] BTNYC
KPR RAT SPC

Affin Bank FPXD_ABB0233

Alliance Bank
Ambank

Bank Islam

Bank Muamalat
BSN

CIMB

Hong Leong Bank
Kuwait Finance House
Maybank

OCBC Bank
Public Bank

RHB

Standard Charted Bank

FPXD_ABMB0212
FPXD_AMBB0209
FPXD_BIMB0340
FPXD_BMMB0341
FPXD_BSN0601
FPXD_BCBB0235
FPXD_HLB0224
FPXD_KFH0346
FPXD_MB2U0227
FPXD_0OCBC0229
FPXD_PBB0233
FPXD_RHB0218

FPXD_SCB0216
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Permata Bank

Standard Bank Isle of
Man Limited

Bank of Ayudaya
Bangkok Bank

Krung Thai Bank

Siam Commercial Bank
Thai Military Bank
Kleinwort Benson Bank
City National Bank
Vietcom Bank
CIMB-Thai

Bank Central Asia
Bank "¢ Chau AC

Bank D4u tw va Phat
trién Viet Nam BIDV

Bank DBong A

Bank Hang Hai Viét
Nam Maritime Bank

Bank Quéan Béi MB

Bank Sai Gon Thuong
Tin Sacombank

Bank Ky thwong Viét
Nam

Bank Ngoai Thuong
Viét Nam

Bank Céng thwong
Viét Nam Vietinbank

RHB Banking Group
AmBank Group
Bank Islam Malaysia

Karsikorn Bank (K-
Bank)

permata

SBIOM
BAY
BBL
Krung_Thai_Bank
SCB
TMB
KBB
CNB
VCB
CIMBTH
BCA

ACB

BIDV

DongABank

MaritimeBank

MB

Sacombank

Techcombank

Vietcombank

Vietinbank
RHB
AMB

BIMB

KKR
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Bank of Ayudhya
(Krungsri)

Government Savings
Bank

Kiatnakin Bank
Techcombank
Sacombank
Eximbank Vietnam
Bank Rakyat Indonesia
Mandiri Bank
CIMB Niaga
Banco de Oro
MetroBank

eNets

NextPos

HONGKONG AND
SHANGHAI BANKING
CORPORATION
LIMITED

GrabPayBank
Thai_Qr_Bank
finexusPaymasterBank
maybank2u
FPX_HSBC
MB2U

PBB
AMOnline
HLBConnect
RHBNow
FPX_OCBC
FPX_SCB

FPX_ABB

BOA

GSB
KNK
TCB
SACOM
EXIM
BRI
MDR
CIMBN
BDO
MTB
eNets

NextPos

004
GRAPB
TQB
FINXPMB_CC
maybank2u
FPX_HSBC
MB2U

PBB
AMOnline
HLBConnect
RHBNow
FPX_OCBC
FPX_SCB

FPX_ABB
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bankrakyat
bankmuamalat
FPX_KFH
FPX_BSN
FPX_ABMB
FPX_UOB
CIMBCLICKS
Citi

DBS Bank
OCBC
Maybank Singapore

Standard Chartered
Bank

United Overseas Bank
CIMB Bank
HSBC

RHB Bank

ICBC

RAZER Bank
PayNow

Atome Bank
dokuBank
UpiBank
ShopeePay_Bank
PayNowDBS

MEGAPAY_UOB

bankrakyat
bankmuamalat
FPX_KFH
FPX_BSN
FPX_ABMB
FPX_UOB
CIMBCLICKS
CITISGSGXXX
DBSSSGSGXXX
OCBCSGSGXXX

MBBESGSGXXX

SCBLSG22XXX
UOVBSGSGXXX
CIBBSGSGXXX
HSBCSGS2XXX
RHBBSGSGXXX
ICBKSGSGXXX
RAZER

PayNow
ATOME
dokuBank
UpiBank
SHOPEE
PayNowDBS

uoB

5.2 W45 35RREY Code of business type
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V&2l

Business type

N8 =i A5
Name Code
Nz )
CNY business

s | S

Cross-border business

BFIIIR 58 Je A 7 AT 7 AR AR SR A R
TEST ENVITONMENT AND LIVE ENVIRONMENT LOGIN INFO:

WHAFF 5 -

Test Environment:

MID: 20170921500044
User ID: test

password: test123
Transaction PIN: test123

Test Merchant Service platform: (where you can login to get keys)
http://test-mer.alldebitpay.com/system/login.do

If need to useDEMO in the test environment, please use the link as below.

http://test-demo.alldebitpay.com/system/GWindex.do

€« © 119.23.136.71/CBPayDemo/system/GWindex.do @ B 9% c Google

aldebit

BT
SN

o B=mEA | aESss @ FwELE | SRR

English -

Test Env -

g i

AR

Live Environment:
HRARFKATFHEE 5.

Please contact us to issue a live MID to you.

FelE e OSSR PSR AR AR 5 AP S ART B 3RE

Remark: merchant can get the merchant private key and platform public key after login to merchant service
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http://119.23.136.71/CBPayBoss/merchant/forward.do?method=detailMerchantinfo&merchantID=20170921500044
http://test-mer.alldebitpay.com/system/login.do
http://test-demo.alldebitpay.com/
http://test-demo.alldebitpay.com/

platform.

#d HF|Demo, X AGHLHEUI R

If need to useDEMO in the live environment, please use the link as below

https://demo.alldebitpay.com/system/GWindex.do
Idebit

& C | & =% | https://demo.alldebitpay.com/system/GWindex.do

English v
| Live Env M|
A,
B
=i STeamh=
THEE T
ST

VE: BEE R VIR NI B Bl AR P PR A T A
When in test environment, please switch to test environment;
When in live environment, please switch to live environment.

5.3 JF &K 3# 5% Reference for developer
. RSA 2HNFAL AT DA EHEHFRF R ERNZR (S L TFEBRNTR]

Remark: Remove allthe blanks in the character strings of keys when using RSA Public key and private key to
sign (Aim at the following developing languages.)

5.3.1JAVA R E S %
For JAVA : None

5.3.2PHP FRE S %
For PHP

1) AT EFEI:
Attention of signature:
8 PHP R 254430 43 BB 8 openssl_sign SRALERE M H1 (1) RSA 2544 77 X
Use openssl sign to deal with the RSA signature method when developing signature part when using PHP
(ZL0F

Example:
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https://demo.alldebitpay.com/system/GWindex.do

string = ‘orderld123456’;
openssl_get_privatekey(Spriv);
openssl_sign (Sstring, Ssignature, Spriv, OPENSSL_ALGO_MD5);

HEAERAEAANER N E . Please pay attention to the words in red.

Z MMk http://www.zhimengzhe.com/bianchengjiaocheng/Javabiancheng/126918.html
Refer to :http://www.zhimengzhe.com/bianchengjiaocheng/Javabiancheng/126918.html
2) HAVERFL: B
Others: None.

5.3.3.NET FREZES%
For .NET:

1) ZAFERHE:
Attention of signature:
S CHIT 25443053 I ITH5 5 48 PKCS8 SRARER % 1+ (1) RSA 2544 77 K-
Use PKCSS8 sign to deal with the RSA signature method when developing signature part when using C#
AN CE SN

Example:

RSAFromPkcs8.c
s

PE4H demo:

ad3 demo.zip

2) HAEEFO: EL

Others: None.
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